PEMYB/IMKA CPEUIA
BULLIM CYA Y MUPOTY
Cy I-1 6p.32/20

AKT O BE3SBEAHOCTU UHOOPMALIUOHO - KOMYHUKALUNOHUX CUCTEMA
BULLUEI CYOA Y NUPOTY



Ha ocHoBy unaHa 8. 3akoHa O MHpopmauuoHoj besbegHoctn ( ,Cny6eHW rnacHuK
P.C.bpoj 6/16), unaHoBa 1-8 VYpeabe o 6amkem caapxkajy akTa o 6e3begHocTu
MHOOPMALMOHO-KOMYHUKALIMOHMX CUCTEMA 04, NMocebHOr 3Hayaja, HauMHy MpPOBepe U CafpKajy
nssewTaja o nposepu 6e36e4HOCTU MHPOPMALMOHO-KOMYHUKALMOHUX CcUCTEMa opf nocebHor
3Havaja, Bnage PC ("Cnyxb6eHn rnacHuk PC", 6poj 94/16 opn 24.11.2016. roauHe) n un.23., a 'y
BE3M Ca CYACKMM NOCNOBHUKOM npeaceaHuK Buwer cyaa cyga y Mupoty 3opaH MaHuh goHocu:

AKT O BE3SBEAAHOCTU UHO®OPMALIMOHO - KOMYHUKALUOHUX CUCTEMA
BULLET CYAA Y NMUPOTY

I. OcHoBHe opgpeabe

Mpeamert AKta
YnaHl.

AkTOM 0 6e36e4HOCTM MHPOPMALMOHO-KOMYHUKALMOHOT cucTeMa Buwer cyaa y Muporty (y
Aa/beM TeKcTy: AKTO 6e36egHOCTM), Yy CKaagy ca 3aKoHOM O WH$opmaumoHoj 6e3beaHocTH
(,,Cny»k6eHu rnacHuk PC”, 6p oj 6/16 n 94/17, y pasbem TeKcTy: 3aKoH), baunxke ce ypehyjy mepe
3aWTUTE, MPUHLUMMM, HAYUMH W npoueaype NOCTU3akba W OApP’KaBarba aLEKBATHOI HMBOA
b6e3begHOCTM cucTeEMa, Kao uosnawherwa W 0AroBOpHOCTM Yy Be3n ca 6e3bepHowhy u
pecypcma MHPOPMALMOHO-KOMYHUKALMOHOT cuctema Buwer cyaa y Mupoty (Y gasbem TeKCTy:
UKT cucrem).

Il. Llnmwesun AKta o 6e3beaHocTn
YnaH 2.

Lnsbesn goHowera 0BOr AKTa cy:

1. oppehuBarbe HauMHa WM npoueaypa 3a MNOCTU3akbe W OAprKaBakbe A[EKBAaTHOr HMBOA
6e3beagHOCTU cuCTEMA;

2. cnpedyaBartbe W ybnakaBarbe nocaeauua  MHUMAEHATAa KOjMM Ce  yrpoXaBa Wan
HapywaBsa nHdopmaumoHa 6e3begHocT;

3. noausakbe CBECTU KO 3anoC/ieHMX O 3Hayajy MHPopmaumoHe 6e36e4HOCTU, pU3NLMMA
N Mmepama 3aLTuTe npuankom kopuwhemra UKT cuctema;

4. nponucuBarbe oBnawhera WM OArOBOPHOCTM 3anoCieHMX Yy Be3u ca besbegHowhy u
pecypcma UKT cuctema;

5. cBeykynHo yHanpehewe WHboOpmaumoHe 6e3b6egHOCTM W MpoBepa YCKNaheHocTu
npMMeHe Mepa 3awTuTe.

O6ase3a npumeHe oapeabu AKTa o 6esbegHocTun
YnaHn 3.

Mepe 3awTtute UKT cuctema Koje cy 6amke ypeheHe AkTom o 6e36eaHOCTM ciyKe NpeBeHumju
O/, HAaCTaHKA MHUMAEHATa N MUHUMM3ALM)U WITETE 04 MHUMAEHATA M HUXOBA NPMMeHa je obaBesHa 3a
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CBe 3anocneHe.
3anocnenun y Buwem cyay y Nupoty mopajy 61T ynosHaTu ca cagpmMHom AKTa o 6e3beaHoCTH
M OYKHU Cy Aa NOCTYNajy y CKnagy ca ogpendama OBOr aKTa, Kao M ApYrMX MHTEPHUX Npoleaypa Koje
peryanwy nHpopmaumoHy 6e3begHocr.
3anocnieHn y MHPopMaTMUKOj cny»ou Buwer cyga y MnpoTy, oAroBopHU cy 3a npahemwe
npumeHe mepa 6e36e4HOCTH, KAao M 33 NPOBEPY Aa CYy NOAALM 3alWTUheHM Ha HauMH Koju je yTBpheH
OBMM aKTOM W MHTEPHMM NpoLeaypama.

OAroBopHOCT 3anNo0CNeHux
YnaH 4.

3anocneHun y Buwem cyay y NMupoTy cy Ay»KHKU Aa NnpuUcTynajy MHpopmalumjama U pecypcuma
MKT cuctema camo pagu obaB/barba pegoBHUX MOCOBHMX aKTUBHOCTW, Kao U Aa 6aaroBpemMeHo
MHbopmuMy oBnawheHo MnUe 0 CBUM CUTYPHOCHUM UHUMAEHTMMA U Npobiemuma.

HenowToBare ogpeabu Akta o 6e36e4HOCTM, KAa0 1 CBAKO YrpoXKaBarbe UM HapyllaBake
MHPopmaumnoHe b6e3beaHOCTH, MOBAAYM AUCLMMINHCKY O4TOBOPHOCT 3aMOC/IEHOT.

Mpeamer 3awiTure
YnaH 5.

Mepe 3awTtute WUKT cuctema ofHoce ce Ha €/EeKTPOHCKE KOMYHWMKauMoHe MpeXKe,
eNleKTpoHCcKe ypehaje Ha Kojuma ce yyBa v BpwK 0bpasa nogataka Kopuwherwem pavyHapcKor
nporpama, onepaTMBHE M anaMKaTUBHE pavyyHapCKe nporpame, NPOrpamckm K64, NnogaTke Koju ce
yyBajy, 0b6bpahyjy, npeTpa)kyjy nam npeHoce nomohy enekTpoHCKux ypehaja, opraHusaumoHy
CTPYKTYpY nyTem Koje ce ynpassba MKT cnctemom, KOPUCHUYKE Hanore, TajHe MHPopmaumje 3a
npoBepy BEpPOAOCTOJHOCTU, TEXHUUYKY U KOPUCHUYKY AOKYMEHTAUMjy, YHYTpalWHe OnwTe aKTe U
npoueaype.

OnepaTtop WKT cuctema Tpeba ga nonuwe u nAeHTUOUKYje MMOBMHY KOjy XKean aa
3alUTUTK, Te je OBO camo npegnor gebuHuLmnje npegmeTta 3awTmTe, Koja he 6utn yobamyeHa u
KOHKpeTn30oBaHa oA cTpaHe onepaTtopa UKT cnuctema Koju AOHOCK aKT.

Il MEPE 3ALLUTUTE

CBaKu YnaH caZpmM onuc mepa 3alwTtute yrbydyjyhu npeanore npoueaypa, osnawhera m
OArOBOPHOCTM YYECHUKA y cnpoBohery mepa. YKOAMKO Cy TM OMUCKU CaApPKaHU Yy APYrMM aKTUMa
onepaTopa UKT cuctema notpe-6Ho je HaBecTn oapenbe Koje ynyhyjy Ha Ta aKTa.

YKO/IMKO HEKM 0f, ycnoBa HWje moryhe NMpMMeEHUTUM UAKM je aHaan3a pu3MKa Mokasana Aa
oapeheHn ycnoB HUje HEONXoA4HO NMPUMEHUTU Y NYHOM 0bMMY, TO je NoTpebHO 0bpPas3NoKUTK Y
AKTy 0 be3beaHocTu.

YcnoctaB/baktbe OpraHU3aLMoHe CTPYKType, ca yTBphHeHMM nocnoBMma U o4roBOPHOCTUMA
3anocC/sieHnx, KOjoM ce OocCTBapyje ynpaB/barbe WHPopmaunoHom 6esbeaHowhy y okBupy
onepatopa UKT cuctema.

YnaH 6.

Buwwu cyg y MupoTy y OKBUPY OpraHu3aLMoHe CTPYKType yTBphyje nocnose n 0AroBoOpHOCTH



3aMoCNeHuX y unsby ynpassbatba MHGopmaumoHom b6esbegHowwhy.

NHTepHM aKTU Koju ypehyjy obaBese n oaroBOPHOCTM 3aM0OCNEHUX Y BE3U Ca yNpaB/bakbem
nHdopmaunoHom b6es3begHowhy:

* [1paBW/IHUK O YHYTPaALLHO0j OpraHn3aumju U cMcTeMaTU3aLNju pagHNX MecTa;
* AKT 0 6e36egHocTn UKT-a.

MpeaceaHnKk Buwer cypa y MNupoTty je AyKaH ga goHece nojeAuHayYHM aKT, Yy CKaagy ca
aKTOM O cucTemaTmMsaumju, Kojum ogpehyje oaroBopHa nuua 3a obesbehmBarbe M npahemwe
6e3begHocT MHbOpPMaAuUMoOHOr cuctema Buwer cyaa y Mupoty. CBM 3anocieHn mopajy 6utn
yrno3HaTu ca npoueaypom 3awtmte 6esbegHoctn UKT cuctema.

Buwwu cyg y Mupoty , akTom o 6e3beaHoctn UKT, yTBphyje HaumH goaene osnawhema 3a
npuctyn UKT cuctemy, cteneH obyke n kBannduKaumjy 3anocneHunx, HaunmH ogobpaBarba NpuUcTyna
3anoc/iieHMma o4, CTpaHe pPyKoBOoAMOLA, OAHOCHO HemnocpegHo HagpeheHor nuua. YroBopom o
paay un aktom o besbegHoctn UKT-a, yTBphyje ce 1 04roBOPHOCT CBAKOT 3aN0OCAEHOT U 0ATOBOPHON
MUa U nponucyje AMCUMNINHCKA OArOBOPHOCT 3aMOC/eHOr, Yy C/ydajy HenowToBakba oapenbu
Koje ypehyjy nHpopmaumoHy 6e3beaHocCT.

Noctusamwe 6e36egHOCTU papa Ha Aa/bUHY U ynoTpebe mobunHux ypehaja
YnaH 7.

Buwu cya y MNMupoTy Ao3Bos/baBa paj Ha gasbuUHY U ynoTpeby mobunHux ypehaja og ctpaHe
3aMoCNeHunx, YKOJIMKO je ocurypaHa 6e3beaHocT paga y ciydajy obas/bakba NoOC/OBa BaH
npocTopuja nocnogasua, yaumajyhu y o63mp n pusmke 4o Kojux moxe gohu ycnen HeagekBaTHor
Kopuiwhera MmobunHux ypehaja.

YKO/ZIMKO onepaTop He [03BO/baBa paj, Ha AasbUHY, TO je noTpebHo HaBecTu y cTaBy 1. oBor
YNlaHa Koju, he M30CTaBUTK OCTaTak TEKCTA Be3aH 3a 0By Mepy. Takohe, npeanoxeHe mepe Tpeba
YHETU Y OHOj MEpU Y KOjoj NOCTOjU UAM je A03BO/bEH Paf Ha Aa/bMHY M ynotpeba mMobUAHMX
ypehaja.

Pap Ha pa/buHy

PagHu ogHoc 3a o6aBsbarbe NoOc/I0Ba BaH NPOCTOpMja NOCn04aBLa obyxBaTa:
* Pag Ha gasbuHy;
* Pag op kyhe;
* BupTyenHo pagHo OKpyrKeme.

Takohe, pag Ha Aa/bMHY Yy cMUCy 0BOT AKTa OZHOCK Ce Ha CUTYaumjy Kaga je 3anocieHn u
APYrM pagHO aHraxkoBaHW obaBesaH ga u3BpwK oapeheHe nocnosBe Ha MpeXM Nocioaasua, a
Ha/fla3u ce BaH NPOCTOpMja NOCNoaaBLa.

MpeameTHO aHraxoBakwe M omoryhaBare obaB/barba 334aTUX M HEONXOAHMX MOC/IOBA Ce
ypehyje nytem Mpoueaype 3a VPN npuctyn nHdopmaumoHom cuctemy (y aabem Tekcty: VPN
npoueaypa).

VPN npoueaypa geduHulie npaBuna M ycioBe 3a NOBe3MBatbe Ha MperKy Buwer cyga vy
MupoTy ca yaasbeHe nokauuje. NMpaBUAHOM NPUMEHOM yTBPHEHOr MOCTyNKa M HaunMHA NPUCTYNa,
Buwu cyn y MNMupoTy cBOAUM Ha MUHMMYM MNOTEHLUMjaSIHY U3M0XEHOCT LWTeTM KOja MOXKe HacTaTu
ycnezn HeayTopmM30BaHOT MW HEKOHTPOAMUCAHOT NPUCTYNA MpPEXKN.

VPN npoueaypa ce npumerbyje Ha cse 3anocseHe y Buwem cyay y NupoTy u capagHuke
KOju KopucTe padyHape nam mobunHe ypehaje 3a nosesnsare Ha mpexy Buwer cyaa y MNMupoty, u
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ypehyje npucTyn ca yaa/beHux ioKaumja y cBpxy obaB/batba nocna y MMe m 3a padyH Buwer cyaa y
MupoTy, ykbyuyjyhn Kopuwherbe eIeKTPOHCKE NOLTE U MPEXHUX Pecypca, Kao U HAYMH NpMCTyna
mpexu Buwer cyaa y NupoTy ca yaa/beHux foKaumja.

AyTOpPU30BaHMM KOPUCHULMMA HUje 003BO/bEHO Aa Kopucte mpexy Buwer cyga y MNupoty
33 aKTUBHOCTMU KOje HUCY Y AOMEHY NOCNOBHUX aKTUBHOCTU, PaHUX U APYruX 3a4aTaka y Be3u ca
Nnoc/ioM U NpegmeTom paja nojeaAnHayYHo 3anoCaeHor.

3axTeBu Koju mopajy 6uTK ucnyweHun u gepuHmncanmn y VPN npouegypm:
1. Mpuctyn ca ypa/beHUX NoKauuja mopa 6utn 3awTtuheH Kopuwherwem KpuntorpadCckmx
anroputama.
2. AyTopmn30BaHN KOPUCHULIM MOpPajy 4yBaTU KpedeHLuuMjane CBOjUX Hanora u He cmejy omoryhutu
npuctyn 6muno Kom Tpehem nnuy.
3. Mpunnkom Kopuwherba cayKb6eHOr pavyyHapa 3a NPUCTYN ca yAa/beHE NoKaumje mpexn Buwer
cyaa y MnpoTy, ayTopM30BaHU KOPUCHMK HE CMe UCTOBPEeMeHO OGUTW noBe3aH M Ha Heky Apyry
MpEXKY Koja MOKe yrpo3nTn 6e36eaHOCT KOMYHUKaUUje.
4. MpucTyn ca yaa/beHe nokaunje mopa 6utM ogobpeH of CcTpaHe OAroBOPHOr NLA 33 Haa3op
cnposohera VPN npoueaype.
5. Ceu ypehaju Koju cy noBe3aHM Ha MHTEPHY MpPEXKY NPEKO yAa/beHUX NOKaUMja Mopajy umaTu
WMHCTaNNpPaHy 3aWTUTy y BUAY aHTUBUpPYCHOr codTBepa. Tpeha anua cy y obasesn aa npumemyjy
3axTeBe M3 3aK/by4eHMX yroBopa ca Buwum cygom y Muporty.
6. CBM MOCNOBHM MOZauUM KOjU Ce Kpeupajy NPUINKOM pafa Ha fasbUHY CKAaguwTe ce y
MHbOpmaumoHom cuctemy. Pagm 6e3begHOCTM, MOCAOBHM NoOJauM Ce He CKAaauwTe Ha
Mob6UIHUM ypehajuma.
Pag Ha fJa/bMHY 3an0OCNeHUX WAW APYrMX PagHO aHrakoBaHMX (aHra*koBaHWX 3a pag Yy
npoctopujama cyaa) ogobpasa Cuctem agmmHUCTpaTop Buwer cyaa y Mupory.

Kopuwhere mobunHux ypehaja

MobunHu ypehaju noppasymeBajy cBe NPEHOCHE e/NIeKTPOHCKe ypehaje HamerbeHe 3a
KOMYHWKaLMjy Ha gasbuHy. Y mobunHe ypehaje cnagajy npeHoCuBM pavyHapu, Tabnetm, MobuUnHM
TenedoHn, PDA n ceu gpyrm mobunHu ypehaju Koju cagp:m nopatke n mmajy moryhHoct
nosesmBarba Ha Mpexy. Mpunnkom Kopuwherba MobunHux ypehaja notpebHo je ocurypatu
nocnosHe HPopmaumje og moryher KOMNPOMUTOBaHA.

Yrosopom o pagy u aktom o be3zbegHoctn UKT-a aeduHuwe ce HauMH GU3MYKE 3aLITUTUTE
o4, Kpahe M aKTMBHOCTM Koje je HeONXo4HO npeay3eTu y caydajy Kpahe mam rybutka mobunHmx
ypehaja, ogHocHO 6e36eAHOCHOTN MHUMAEHTA, Kako He 6u 6uaa HapyweHa be3beaHocT.

Buwu cya y MupoTy cnpoBoan obyKy 3anoc/ieHnx Koju Kopucte mobunHe ypehaje, y ummwy
noAmnsakba CBECTU O A0AATHUM PU3NLMMA A0 KOjUX A0N13a3M yC/ie[ 0BaKBOT HAYMHA paja.

Mpoueaypom o Kopuwhery mobunHmx ypehaja notpebHo je yctaHoBUTM cneaeha npasuna:

1. Csu ypehaju mopajy 6uth 3awwtuheHn jakom wndpom.

. Mopa 6uUTK nHCcTanMpaHa aHTUBMPYCHA 3alTUTA.

3. Mopa 6uThM ycBojeHa W onepaTMBHa nNpoueaypa 3a NOTNyHO 6pucarbe nogaTaka Kaaa
npecrtaje notpeba 3a YyBarbeM UCTUX.

4. Kpaha wam rybutak mobunHor ypehaja ce mopa 6e3 ognararba NPuUjaBUTU HAANENKHO]
OPraHM3auMoHoOj jeauMHMUM 33 MHPOPMALMOHE TEXHONOruje U OArOBOPHOM /INLY, KOju
3aTMM CMNpPOBOAE AKTUBHOCTM Yy CMWUCAY ovyBatba 6e3bepHocTn. YKonMKo ce ypehaj
npoHahe, noTpebHoO je NpesaT NCTU OATOBOPHUM IULIMMA.

5. KopucHnumma  Huje  [03BO/bEHO  Aa  Bpwe  WM3MEHe  Ha  Xapasepy  wau
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MHCTannpaHomcodTBEPY Koju je BhacHMWTBO Buwer cyga y MupoTy 6e3 npeTxoaHe nucaHe

[03B0OJIE CEKTOPA 32 MHPOPMALLMOHE TEXHONOTUjE U OATOBOPHOT /IULLA Y CEKTOPY.

6. Y un/by 3alWiTMTE nogaTaka opraHM3auMoHa jeaAnHMua 3a MHbopmMaLumnoHe TexHonoruje he
eBnaeHTMpatM Kopuwherwe mobunHmx ypehaja y ogrosapajyhum norosuma, Koje he y
cnyyajy notpebe KOPUCTUTU 3@ UCTPAXKUBaHba U yTBPHUBatba eBEHTYa/IHMX 3/10ynoTpeba.
Mpoueaypa ce NpuMmetbyje Ha CBe CTa/IHO 3anocaeHe, 3anocsieHe Ha ogpeheHo Bpeme mam

/L@ aHTa)KoBaHa Mo APYrMM OCHOBMMA, KOjU MMajy NPUCTYn Uan Kopucte mobunHe ypehaje y
BflacHUWTBY Buwer cypa y Mupory.

MpaBo Ha Kopuwhere MobMAHUX ypehaja BaH ceanwiTa Buwer cyaa y MNupoTty ce cTuye Ha
OCHOBY NMMCAHOT 3axTeBa KOPUCHMKA mobunHor ypehaja ynyheHor nHpopmaTmykoj cnyxom Buwer
cypa y MupoTy, oA4HOCHO oAroBopHOM avuy. MobunHu ypehaju Koju ce Kopucte mopajy 6utm
npeTxogHo ofo6peHn u/unn Habae/beHW of, cTpaHe Buwer cyaa y MUpPoOTy, U OUEHEHM Kao
KOMMaTMbunaHu ca 3axTeBMma 0b6e3behmBarba aleKBaTHOT CTENEHA 3aLITHTE.

Pag Ha [a/bMHY MOXKe ce OCTBapuTU M Kopuwherem ypehaja Koju HUCY MOOBUAHKM (Ha
npumep, AeckTon padyHapu). Osu ypehaju, npu Tome, MOpajy UMaTh NPUMEHEHE HajMakbe UCTe
6e3b6enHOCHE Mepe Kao U cpoaHM ypehaju Koju ce Hanase y OKBMPY MpeKe, AOK Ce 3a 3aTUTy
KOMYHWKaLMje MOopajy NPUMEHUTM WUCTE Mepe KAao M 3a 3alTUTY KOMYHUKauuje MOOBUAHUX
ypehaja. TMMopgewasare oBMx ypehaja Bpwe cucTeM aaAMWHUCTPATOPWU, 3aMOCNEHU Y
nHGOpPMaTMUKOj cnyxbum Buwer cyaa y MNMupoty. KopucHmnum osux ypehaja mopajy obesbeauntu
[0BO/bHO 6e3besaH MpocTop 3a HMXOB pag (3acebHa coba, nonoxkaj aucnnaeja Takas ga ce
oHemoryhu nocmaTtpatrbe o cTpaHe HeonawheHMx ocoba n CANYHO).

Cuctem agMUHUCTPATOP, 3anocneH y WMHPOpMATMUKOj] cnybwu Buwer cyga y Mupory,
OAroBOpaH je 3a Bohewe eBuaeHuuMje 0 CBUM ypehajuma HamereHMM 33 pag Ha Aa/bUHY.
EsngeHumnja o ypehajuma Tpeba Aa cagpKu nogaTtke Koju cy HeonxoaHu Aa 6u ce ypehaj n/mnm
KOPUCHMK HEeABOCMWUCNEHO MAEHTUPUKOBANW, KAO LWTO cy npoussohay, mogen, cepujcknm 6poj,
MHBEHTapCcKn 6poj, MAC agpeca, IMSI, IMEl, KOpuUCHMK Koju je 3agyxuo ypehaj n Heros
jeANHCTBEHU MaTU4YHM BPOj U CANYHO.

KopucHuk mobunHor ypehaja y obase3un je ga cBakum 6e36e4HOCHM WHUMAEHT Npujasu
CUCTEM aZAMMHUCTPATOPMMA, 3anocieHnM Y MHGOPMATUUKOj cayKbu Buwer cypa y Mupoty 6e3
oANararba, a HajKacHMje y poky oa 24 cata ga A0CTaBM MUCAHY WM3jaBy O OKOJIHOCTMMA
b6e3besHoCHOr MHUMAeHTa. MNMoa nojmom 6e36eAHOCHW MHUMAEHT ce cmaTtpa Kpaha, rybutak
mobunHor ypehaja nan 6uno Koju apyrm gorahaj Koju A0BOAM A0 HapyllaBaka TajHOCTU U
WHTerpuTeTa nogataka Koju ce Hanase Ha mobunHom ypehajy. Cuctem afMUHUCTPATOP, 3anoCneH
y nHdopmaTmuKoj cay>kbu Buwer cyaa y Mupoty, je y obasesn aa, no npujasu besbeagHocHor
WHUMAEHTa, Heoa/NoXKHO 6/0KMpa Hectanom MobunHom ypehajy npuctyn uHOGOPMaALMOHOM
CUCTEMY U KOPUCHMKY NPOMEHU KpeaeHumjane 3a npuctyn. Y caydajy ga ce npoHahe mobuaHu
ypehaj umju HecTaHak je NpujaB/beH, CUCTEM AMUHUCTPATOP, 3aN0CNeH Y MHPOPMATUYKO] CyKOm
Buwer cypa y Mupoty, m3spwuhe TpajHO Opucarbe KOMMNETHOr Megujyma 3a CMmellTakbe
OnepaTMBHOr CUCTEMA, anJIMKaunja U noAaTaka M NOHOBHY MHCTasauUMjy ONepaTUBHOr CUCTEMA U
notpebHMx annukaumja. Mom nojmom ,TpajHor bpucara” ce cmatpa npoueaypa OGpucarba
nofaTaka Ha Taj HAYMH A3 Ce UCK/bydyje moryhHocT HakHagHor nospahaja TMx nogaTaka, a y
cKnagy ca npenopykom NIST 800-88 Revision 1.

O6e3behuBarbe ga nmua Koja Kopucre UKT cuctem ogHOCHO ynpassbajy UKT cuctemom byay
ocnocobsbeHa 3a nocao Koju 06aBsbajy M Y NOTNYHOCTU pa3ymejy CBOjy O4rOBOPHOCT
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Buwwu cya y MNMupoTy ce crapa Aa 3anocaeHn Koju ynpassbajy UKT cuctemom, ogHOCHO
3anocneHun Koju kopucte UKT cuctem nmajy ageKksaTtaH creneH obpasoBatba U CNOCOHBHOCTU, Kao U
CBECT 0 3Ha4ajy Nocs0Ba Koje obassbajy. tbnxoBe 0AroBopHOCTHU cy yTBPHEeHe yroBOpom O paay.

O6aBe3e y TOKy 3anocnerwa

PykoBoacTBo Buwer cyaa y MNMupoTy je AyXKHO Aa 3axTeBa O, CBMX 3aMOCNE€HUX U pagHo
aHra)koBaHuMX LA Aa NpuUMeryjy mepe 3awTuTe 6e36egHOCTH, Y CKAady ca OBMM aKTOM U
Barkehum npoueaypama.

Buwwn cyg y NupoTy y unby pas3sBoja, MMNIEMEHTaUMje U ogprKaBakba CUCTEMA 3alUTUTE U
b6e3beaHOCTN NoaaTaka obesbehyje ycnoBe 3a MHTErpaLujy KOHTPOSIHUX MEXaHM3aMa TaKo LUTO:

* (Obe3behyje Aa ce nNocTynuu 3alITUTE CMNPOBOAE Ha OPraHM30BaH HauMH U Yy CKAaady ca
npoueaypama u y KOHTUHYUTETY;
* WTtntn nudpopmaumje n nogatke ca CAAMYHUM NPOPUIOM OCET/BUBOCTU M KapaKTePUCTUKAMA

Ha jeAiHaK HauyMH Y CBMM OPraHU3aLMOHMM jeANHNLLAMA;

* CnpoBoau nporpame 3alITUTE HA KOH3UCTEHTAaH W  YyjeAHaAyeH HauyuH Yy CBUM

OPraHM3auMOHUM jeaUHULAMA;

* KopguHupa 6e36eaHOCT M 3aWTUTY nodaTaka Y MHOOPMALMOHOM cuUcTeMy ca GU3NYKOM
3aWTUTOM UCTUX.

Cuctem agMUHUCTPATOPM, 3aNoc/ieH Y MHGopMaTUYKOj ciy:K6u Buwer cyaa y MNupoTy, Koju
Cy HagnexHu 3a npahewe, aHanM3y, M3BelWTaBatbe U Npeay3MMarbe aKTUBHOCTM Ha NAaHy
cnposohema ycBOjeHe NONUTUKE U NpoLeaypa, KOHTUHYMPAHO ce 0by4yaBajy y uu/by yHanpehera
TEXHUYKOT M TEXHOOLWKOr 3Haka. CUCTEM agMUMHUCTPATOPKM Cy ayTOPM30BaHa 3a Npeaysvmare
XUTHUX W HEOONOXHUX Mepa Yy CAy4yajy MnocTojakba HemnocpefHe OMacHOCTM 3a NogaTke u
OO0KYMEHTaLUMjy Koje cy nog, mepama 3alTuTe.

Yno3sHaBame ca 6e36egHowhy nHpopmaumja, cTularbe 3Hakba M 06yKa

Csu 3anocneHu y Buwem cyay y Mupoty cy y obasesn aa npohy oarosapajyhy obyky u
pPeaoBHO CTMYY HOBa M 0BHaB/bajy noctojeha 3Harba 0 npoueaypama Koje ypehyjy 6e3begHocTt
nHdopmaLmja, Ha HauMH KOju OAroBapa HUXOBOM MOC/IOBHOM aHraXoBakby M PagHOM MeECTy.

OVcuMnAnHCKKM nocTynak

OVNCUMNAMHCKM NOCTYNaK ce CnpoBOAM NPOTUB 3aMOCNEHMX KOjU Cy Hapywunum 6esbegHocT
MHOOPMALUMja UM HA APYIUN HAYMH U3BPLIMAM NOBpeny NpasBuia U NOJUTUKE Ha CHA3n U y
npumenun Kog Buwer cyga y Mupoty.

AucumnamnHcKM noctynak ce nokpehe npeaceaHuk Buwer cyaa y MNupoTy, a no npeanory
CUCTEM AZAMMUHUCTPATOPA 3anoc/ieHor y MHPOpPMATMUKOj cnyxbu cyaa, nvua osnawheHor 3a
npahetrbe, NpUKyn/barbe, aHanu3y n obpaay noaaTaka.

3awTnTa 04 PU3MKA KOjU HACTajy NpyM NpOMeHama NOC/10Ba UM NPeCcTaHKa PagHOr aHraXoBaka
Anua 3anocneHux Kopg oneparopa UKT cuctema

Ynan 9.



3anocneHn 1 No Apyrom OCHOBY aHraXK0OBaHa MUA, AYyXKHW Cy A YyBajy NOBep/bUBE U Apyre
MHbOpMauuje Koje cy og 3Hayaja 3a uHdopmaumoHy 6e3begHocT UKT cnuctema, HaKOH NpecTaHka
WM NPOMEHEe padHOor aHraxkoBama. [y»KHOCTU 1 obaBese Koje ocTajy Baxkehe M nocse npectaHKa
aHrakoBarba u Tpeba ga byay cagprkaHe y TEKCTY yroBopa O pajy ca 3anoCNeHUM U Y yCN0BMMA
3aCHMBakba pagHOr ogHOCa, OAHOCHO YrOBOPA O aHraXK0Bakby /IMLA BaH pagHOr ogHoca.

3a nocTynakba MPUAMKOM MNpPecTaHKa 3anoc/iera WM aHraXKoBakba 3a4yXKeH/a je ynpasa
cyAa u nHbompaTtumuka cnyxkba Buwer cyga y NMupoTy, Koju npeny3vmajy cnegehe akTMBHOCTU:

* MpoBepaBa WCMNYHEHOCT CBUX YC/JOBA Yy MOrAesy 4YyBakba M U3HOWEHA NogaTaka Y
€N1eKTPOHCKOM M nanupHom popmarty,

* npernega cee Hasore U NPUCTYNe CUCTEMY KOju cy BUAn AOCTYNHN 3aN0C/IEHOM,

* npey3Mma of 3anoc/aeHor eNeKTPOHCKe u apyre mobunHe ypehaje,

* yTBphHYyje HaUMH KOHTAKTa ca 6MBLIMM 3aNOCNEHUM HAKOH OANACKa,

* nposepaBa BpaheHe mobunHe ypehaje u ypehaje 3a npeHowere nogaTtaka,

* [aje HanNor 3a ykuaame Hanora efekTPoHCKe NoLTe U CBUX APYrnx Npasa NpUCTyna cuctemy
Buwer cypa y NMnpoTy Ha AaH npecTaHKa pagHOr o4HOCA MAW APYIOr OCHOBA aHraXKoBakba
6uBLLer 3anocneHor,

* npernepga cse Hanore 3a NpUcTyn oanaseher 3anocneHor n NpuKyn/ba NpuUcTynHe wudpe m
KoZ0BE Ca Uu/beMm yKMaara/MpoMeHe UCTUX Ha AaH 041acKa,

* npeyauma Kaptuue wam pgpyre ypehaje Kojuma ce omoryhasa npucTyn NOCAOBHUM
npocropujama n onpemu Buwer cyaa y MNMupory.

UpeHTudPUKoBarwe nHpopmaumoHux gobapa u oapehmsarbe 04roBOPHOCTU 33 HUXOBY 3ALUTUTY
YnaH 10.

MHpopmaumoHa pobpa obyxeBaTajy nogatke y pJaTtoTekama WM 6Gasama nogaTaka,
NPOrpamckmM  KOA, KOHPUrypaumjy XapABEPCKUX KOMMOHEHTU, TEXHWUYKY W KOPUCHUYKY
AOKYMeHTaLMjy, YHYTpaLlHbe ONLwTe aKTe U npoLueaype.

MonucuBawe MMOBUHE

Buwu cyg y MNupoTty BpwK nAeHTUPMKaALNjy MMOBUHE KOja O4r0Bapa *KMBOTHOM LMKAYCY
MHPOPMaUMja U AOKYMEHTYje HeH 3Hauyaj. *KMBOTHU LMKayc nHGopmaunje obyxBaTa Kpenpatoe,
0bpaay, cknaguwTere, npeHoc, bpucare M yHULWTaBake nogataka u nHdopmaumja. Buwm cyg y
MupoTty npasu nonuc pobapa Koju je TayaH, axypaH, KOH3UCTEHTaH W ycknaheH ca gpyrom
MMOBMHOM.

EBngeHumjy o wuHPopmaumoHum pobpuma u cpeacTBMMA M MMOBMHM 33 06paay
MHPopmaumoHux gobapa Bogn Cuctem aAMUHUCTPATOP

BnacHMWTBO Hag MMOBMHOM, NPUXBAT/bMBO Kopuwhere MMOBUHE U HbeH nospahaj

MNMojegMHUM KOjuMa je AaTa OArOBOPHOCT 3a KOHTPO/MCAHE MMBOTHOI LMKAYCa UMOBUHE
AYXHU CYy 4a NPABUIHO yNpaB/bajy MMOBMHOM TOKOM LLe/IOT KMBOTHOT LIMKAYCa.

Buww cyn y NMupoTy y OKBMPY MHTEPHOT aKTa O pyKOBaky MMOBMHOM ypehyje npasuna 3a
NPUXBaT/bMBO Kopuwhere MMOBMHE NOBe3aHe ca MHbopmMaunjama M onpemom 3a obpaay
MHbOopMauumja.

3anocneHn n eKCTepHU KopucHuum cy obaBe3HM ga BpaTe cBY MMOBMHY Buwer cyaa y
MupoTy Kojy noceayjy HaKOH npecTaHKa HWXOBOr 3arnocnewa, yroBopa WaAM cropasyma o

8



aHraXkoBatby Ha oapeheHMm NocoBMMA M 3adaumma.

TOKOM OTKa3HOr poKa 3anocneHux, Buwun cyg y [MuUpOTyy KOHTPOAULIE HUXOBO

HeoBnawheHo KoMupake, YMHOXaBatbe WAM Npey3umarbe peneBaHTHUMX  3awTuheHunx
NHbOpMauumja.

Knacudpukosarbe nogaraka Tako Aa HUBO HUXOBE 3alUTUTE OA4roBapa 3Hayajy nogaraka y
CKNagy ca Hauesiom ynpas/bartba PU3MKOM U3 unaHa 3. 3aKkoHa o MHdpopmaLuoHoj 6esbegHocTH

Ynan 11.

KnacudumKkoBare nogatka je noctynak yrsphusarba U nojeAnHavyHoOr Aoae/buBarba HUBOA

TajHOCTM NOAATKa, Y CKIa4y Ca FbUXOBMM 3HaYajem 3a Buwwu cya y Mupoty .

Buwwu cya y NMupoTy o3HayaBa TMMNOBE U IOKaLMje NoAaTaKa Kao NOBEP/bUBE, UHTEPHE UK

jaBHe. MmoBMHa ce o3HavyaBa y3 nomoh naeHTUOUKALUMOHMX HanenHMua Koje Hoce ogrosapajyhy
KnacuduKaumMoHy O3HaKy.

Buwwn cyg y MNMupoTy KnacupuKaumoHy wemy noseps/bMBOCTM MHPOpMauumja Hasmpa Ha

4yeTupu HMBOaA:

OTKpMBar€ He N3a31MBa HUKAKBY LITETY;

OTKpMBaH-€ U3a3nBa Makby HENPUjaTHOCT MW Makby LITETY;

OTKpMBarbe MMa 3HayajaH KPaTKOPOUYHM YTULAj Ha NOCNOBake UIN TaKTUYKe LUU/beBe;
OTKpMBatbe MMa 036M/baH yTULAj HA AYyropoyHe CTpaTellKke LUM/beBe WM YrpoXKasa
OMCTaHaK.

Buwu cyn y MNupoTy Bpwn Knacudumkaumjy pagu:

Jayarba KOPUCHWMYKE OArOBOPHOCTU, KAKO BW KOPUCHMLM MOFMIM Aa yode M npenosHajy
NOCNOBHY BPeaHOCT NoAaTKa MNPUWIMKOM 4yBakba WAM CNakba W NOCTaHy CBEeCHU
OAroBOPHOCTM 3a HeoBnawheHo Kopuwhere Nan NpeHoLekse;

Moam3sarba cBECTU O BPeAHOCTM MHPOPMaLLMje NN LOKYMEHT];

3awTnTe nogartaKka y NokpeTy pagun 60/be U MHTENUreHTHWje uHTerpauymje ca DLP, WEB
gateway n octTaniMm Npon3BoAMMA 3a 3aLWITUTY NapameTapa M Kpajiux ypehaja;

3awTunTe CcagprKaja;

NHTerpaumje ca cuctemMuma 3a apxmsmparse.

Knacndumkaumja gokymeHTa mopa ga byge ycknaheHa ca npaBuanma KOHTpoae npuctyna.
Buww cyn y MnpoTy noctynara y cknagy ca ycsojeHom Liemom knacudukoBarba nogataka.

MocebHOM npoueaypom ce aeduHUWY paske 33 NocTynarbe, obpaay, CKNaauwTere U NPeHoc
nozartaka.

Mpoueaypa 0 NOCTynamwy ca MMOBMHOM MOpPa Aa NoApa3ymeBa:

orpaHuyerba NPUCTyNa Koja noaprkaBajy 3axTeBe 3a 3alUTUTY CBAKOr HMBOA KnacuduKaumje;
O/ p’KaBakbe 3BaHWYHOT 3anmca o oBnawheHMM NpMmaoLMma UMOBUHE;

3aWTUTY MPUBPEMEHUX WM TPAjHMUX KOMMja NoaaTtaka Ha HWUBOY KOjU je y CKnagy ca
3aWTUTOM OpUTMHANHe nHPopmaLmje;

CKnaguwTere HGopmaLMoHe MMOBUHE Y CKAaay ca cneumdumKaLmjama npomssohauya;
jacHo obenexxaBarbe CBUX KOMWja Meamja Ha Koje oBnawheHn npumanay Tpeba aa obpatu
naxmy.

3awTnTa HOoCaya nogaraka
YnaH 12.



Cuctem agmuHuctpatop 3anocneH y WKT cnyxbu cypa, obesbehyje cnpedvaBarbe
HeosnawheHoOr OTKpMBatba, MOANDUKOBAHA, YKNabakba AN YHULWITEHA NOAATaKa KOju ce YyBajy
Ha HOCAYMMa noaaTaka.

EBnaeHuUnjy Hocaya Ha Kojuma Cy CHMMJ/beHM nogauu, BOAW CUCTEM ALMWHUCTPATOPU
3anocneHn y uHGopmaTuuKoj cnyxomu Buwer cyaa y Muporty.

YnpaB/batbe NPeHOCHUM HoCauuma noAataka (meaujyma)

Cuctem agMUMHCUTATOP je AyKaH Aa pa3Buja U MMNAEMEHTMPa NpoLeaypy O ynpas/batby
NPEHOCHUM HOCa4yMMa, Yy CKaay ca ycBojeHom LLlemom KnacudourKoBama nogataka.
Mpoueaypa o ynpas/bakby NPEHOCHUM HOCaYMMa MOXKe caapKaTu cnegehe ogpepbe:

* caZp)Kaj cBaKOr meanjyma Koju ce MOKe NMOHOBO KOPUCTUTU U Koju he ce N3HOCUTU U3BaH
opraHusauuje, oHAa Kada BuLLEe HMje noTpebaH, Tpeba Aa ce HeNnoBpaTHO n3bpuiie;

* 33 CBe Meaujyme KOju Ce M3HOCe M3 OpraHmMsauuje, OHOA Kaga je TO Heonxo4HO W
n3Boa/bmBo, Tpeba 3axTeBaTn ogobperbe, a3 O CBMM TaKBMM M3HOWemwMMa Tpeba Bogntm
eBMAEeHLMjy, Kako b1 ce cayyBao Tpar 3a NpoBsepy;

* cBe meaujyme Tpeba cknaguwtutn Ha 6esbegHom M 3awTMheHOM MecCTy, y cKkaagy ca
npenopykama npounssohauya;

*  Kopuwhere KpUNTorpadCcKMx TEXHUKA 3a 3aLUITUTY NoAaTaka Ha NPEHOCHUM MeaujyMUMa,
aKo Cy NOBEep/bMBOCT UM UHTETPUTET NOAATAKA BaXKHU;

* nopauwu Tpeba aa byay NpeHeT Ha HOBU MeAWjyM NPe HEro LTO NOCTaHY HEYUT/bUBY;

*  BMLWIECTPYKe Komnuje BpeaHux noaaTaka Tpeba yyBaT Ha 04BOjeHUM Meanjymmma aa 6u ce
A04aTHO CMakbMO PU3BKK 04, ciyyajHor owTehera nnm rybuTka NnoaaTaka;

* pa 6bu ce orpaHnumna moryhHoct rybsbera nogataka, Tpeba npeasuaeTM perncTpoBatrbe
NPEHOCHNX Meanjyma;

* TMOKpPeTHe MpeHocHe Meanjyme Tpeba KOPUCTUTM CamMO aKo 3a TO MOCTOjU MOC/AOBHA
noTpeba;

*  YKOJ/IMKO NOCTOjM NOCNOBHa NoTpeba 3a Kopuwherwem NPeHOCHUX Meaunjyma, HEONXo4Ho je
NpaTUTU NPEeHOC NoJaTaka Ha TakBe Meaujyme.

PacxoaoBare Hocaya nogartaka (megujyma)

Kaga Buwe Hucy notpebHu, megujymu cy pacxoayjy Ha 6e3besaH HauyMH, NPUMeEHOM
Mpoueaype 3a 6e3benHO pacxoaoBatbe Mmegujyma.

PacxopoBarbe megujyma Ha 6e3bepaH HaumH Buwwm cyp y MupoTty Bpwn cBoherem Ha
MUHMUMYM pU3MKa of moryher npeysMmarba OCe/bMBUX MOAaTaka opf CcTpaHe HeosnawheHux
ocoba.

Mpoueaypom 3a 6e3benHO pacxogoBarbe Meaujyma KOju CaZprke noBep/bMBE MoAaTKe
yTBphHYjy Ce pa3nnMunTn HaYMHU NPOLLeCca PAacXoA0Bama, a Y CKAaay ca oceT/bmBolhy noaaTaka.

Mpouenypa 3a 6e36eaHO pacxoaoBartbe Megmjyma aaje cnegehe cmepHuue:

* HEONXOAHO je ypeauTu HauMH 3a naeHTMdUKoBare Meanjyma Koju cafpiKe OCeT/buBe
noaaTke 3a Koje he moxaa 6MTn notTpebHo 6e36e4HOCHO pacxoaoBakse;

*  MeAujyme Koju cagp)Ke oceT/bMBe nofgatke Tpeba pacxonoBaTv cna/bMBakbeM WU
Kngarem, unm bpucarbem nogataka paan Kopuwhera y HEKOM APYyrom anjanMKaTMBHOM
nporpamy yHyTap opraHu3auuje;

* pacxogoBakbe Meanjyma Koju caaprKe oceT/bMBe MNoAaTKe je NoTpebHO eBUAEHTUPATH,
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KaKko 6u ce cadyyBao Tpar 3a NpoBepy.

®U3MUYKM NpeHOC HoCaya noaaTtaka (megujyma)

Hocaun nopataka Koju cagpxe uHbopmauuje ce wTuTe o HeosnawheHor npucTyna,
3noynotpebe wunm owTtehewa npuaMkom TpaHcnopTa. Kaga nosepsbMBa WMHbOpMaumja Ha
Mmegujymy Huje wudpoBaHa, NoTpebHo je 404aTHO GM3MYKM 3aWITUTU MeanjyM.

CmepHuLe 3a 6e3benaH TpaHCNoOpPT:

*  KOPWUCTUTM NOy3Z4aHM TPAHCNOPT UAN KYpUPE;
* noTpebHo je yBeCTU NpoBeEpPY MAEHTUTETA KYPUPa;
*  KapaKTEPUCTUKE onpeme 3a NPeHoc Mopajy Aa byay Takse ga obesbene 3aITUTY 04 CBUX
¢un3nuKmx owTehera Koja 61 morna HacTaTM TOKOM NpeHoca.
Y cny4yajy TpaHcnopta Hocaya nojaTtaka ca MHbopmauwnjama, npeaceiHuK cyaa, 3aMeHuK
npeeaceanKka UK CekpeTap cyaa, y AOroBOpy ca CUCTEM agMUHCUMTpaTopuma ogpehyje aunue Koje
he BPLWWTK TPAHCNOPT U HAYMH TPAHCMNOpPTAa.

OrpaHuyere NpucTyna nogauuma 1 cpeactsuma 3a obpaay nogaraka
Ynan 13.

MogaumMma n cpepcTBuma 3a obpagy noaataka je HeonxXoA4HO OrpPaHWYUTM NPUCTyN Y
CKNnagy ca ytBpheHUMm cTeneHoM TajHOCTU nogataka U ycsojeHom Lemom Knacudumkosama
nogaTaka npema 4nany 11. osor akTa.

Buww cyg y Nupoty he popmunpatv KOHTPONHY AKUCTY NPUCTYNa Koja Cafp»KM MOmnuc CBMx
nHdopmauMoHUX objeKaTa 1 cybjeKTe Koju MM MOry NPUCTYNUTMU.

KopucHMuuma je [03BO/bEH MNPUCTYN CaMO MPEXM U MPEXHUM ycayrama 3a uuje
Kopuwhetrbe cy oBnawheHu.

Buwwn cyg y Mupoty he nocebHMM AOKYMEHTOM ypeauTv MPUCTYN MPEXU U MPEXHUM
ypehajuma.

Capgp:Kaj npoueaype 0 NPUCTYNy MPEXKK U MPEXHUM ypehajuma:

*  JINCTA MpPEXKA U MPEXHUX YCAYra KOjUMa je NpucTyn A03BO/bEH;

*  HauyMHW ayTopuM3aumje paau yTBphuBarba KOMe je 0400pPeH NPUCTYN, KOjOj MPEXKN U KOjUM
ycnyrama;

*  HAYMH ynpaB/bakba 3aWTUTOM MPUCTYNA MPEXHMUM NPUK/bYYLMMA U YCAYrama;

* CpeAacCTBa KOja Ce KOpUCTe 3a NPUCTYN MpeXKama U MPeXKHUM YCayrama;

* 3axTeBu Yy nornedy BepubMKaumje KOPUCHUKA 3@ NPUCTYN PasAUUUTUM  MPEXHUM
ycnyrama;

*  HauMHW Hagrneparba Kopuwhera MpexHUX ycayra.

OpobpaBarbe oBnawheHor Npuctyna u cnpevyasare HeosnawheHor npuctyna UKT cuctemy um

ycnyrama Koje KT cuctem npyrka

YnaH 14.

Buwun cyg y Mupoty ynpasma npuctynom WMKT cuctemy u ycnyrama Kpo3 ynotpeby
KOPUCHUYKUX naeHTMdMKaTopa.

YnpaB/batbe KOPUCHUYKMM UAEHTUPUKATOPMMA BpWIKM Ce Y3 nowToBamwe cnegehux
npuHUMMa:
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*  KOPWUCHUYKU UAEHTUDUKATOPU CY jeAUHCTBEHU, TAKO Aa CE KOPUCHULM MOTY BE3aTU Y3 HbUX
N YYUHUTM OATOBOPHMM 33 CBOjE aKTUBHOCTY;

*  Kopuwhere 3ajeAHNYKMX MAEHTUPUKATOPA 403BO/bABA CE CAMO OHAA Kaza je ToO NorogHo
3a obaBsbakbe Nocna y3 NpPeTxoaHo ogobpemse;

*  KOPUCHULMMA KOjUMa je MpecTao pagHW OA4HOC WM MEPUMOA aHra*koBakba TPEHYTHO ce
oHemoryhaBajy unmn yknarbajy KOpUCHUYKM AEHTUUKATOPK;

*  NepuoauYHO WAEHTUPUKOBAHE U YKNatbatbe WAM  oOHemoryhaBarbe BULIECTPYKUX
KOPUCHUYKUX MaeHTUdUKATOPa;

*  BULLIECTPYKM MAEHTUDUKATOPM HEKOT KOPUCHMKA Ce He U3aajy APYTMM KOPUCHULMMA.

CBaKOM KOPUCHUKY ce popesbyje npaso npuctyna UMKT cuctemy y cknagy ca pagHum
3agaunmma Koje obas/ba. KopucHuKy ce poaesbyjy jeAVMHCTBEHM NoJaun 3a NOroBakbe U
jeAnHcTBEHA WKdpa 33 N0roBakbe, KOju ce He CMejy AeNUTU ca APYTMM KOPUCHULMMA.

JopepvBarbe NpuUBUAEroBaHMX (aAMUHUCTPATOPCKMX) MpaBa Ha MPWUCTYN BPpWKM ce Ha
OCHOBY O4/1YKe npegecaHuka Buwer cyaa y NMupory.

MpuBunerosaHa npaBa Ha NPUCTyn Aogesbyjy nocebHO 3a CBAaKM CUCTEMCKM objekat y3
AedUHMCaH poK Tpajarba TUX Npasa.

MpuBunerosaHa NpaBa Ha NPUCTYN Koja Tpeba foAeNnnTM KOPUCHUYKOM naeHTUdMKaTopy
Apyrayuja cy o4, OHUX Koja ce KOpUCTe 3a pefoBHE aKTUBHOCTU. PeloBHE NOCNIOBHE aKTUBHOCTU He
Tpeba BpWMTU N3 NPUBUNETOBAHUX KOPUCHUYKMX naeHTUdMKaTopa. KomneTeHunje KOPUCHMKA ca
NPUBMAErOBaHUM NpaBUMa Ha NPUCTYN ce peoBHO NPENCNUTYjy paan Nposepe Aa n Cy y CKaaay
ca tbnxosum obasesama.

3abparbeHo je HeoBnawheHo Kopuwhere OMNWTUX KOPUCHUYKUX UAEHTUDMKATOPA
agMUHUCTpaTopa.

Wndpe 3a npucTyn OMNWTUM KOPUCHUYKUM WMAEHTUDMKATOPUMA aAMWMHUCTPATOpa ce
MeHbajy MPOMEHOM KOPUCHUKA.

Buwwn cyp y MNupoTy jegHom rogulike BpLIM MPEUCNUTMBAHE MpaBa KOPWUCHUKA Ha
MPUCTYN, KAa0 M HAaKOH CBaKe NpomeHe (yHanpehere, pa3pellere 1 Kpaj 3anocsiema).

3anocneHnma, ApYyrMm pagHO aHraXKoOBaHMM M €KCTEPHUM KOPUCHULMMA MHOpMaLmja v
onpeme 3a obpaay MHboOpmaLMja NO NPecTaHKy 3anocaera UAN UCTEKY YroBopa yKuaa ce npaso
Ha npucTyn.

YTBphMBatbe OArOBOPHOCTM KOPUCHMKA 33 3aWITUTY COMCTBEHUX CpeAcTaBa 3a
ayTeHTUdMKaumjy

YnaH 15.

AyTeHTuduKaLmMje KOPUCHUKA Kojuma je opobpeH npucTyn cucTemy BpLKW ce NyTem
jeANHCTBEHOT KOPUCHUYKOT MMeHa U Wwudpe.
CBM KOPUCHMUM CY AYXKHU Aa:
*  KOPWUCHWUYKO UMe n Wwundpy gpKe y TajHOCTH, HE OTKPUBAjY UX APYTUM NNLMMA, YKbYYYjyhn
N HagpeheHe ocobe;
* u3berasajy YyBatb€ KOPUCHUYKOT MMeEHa U Wndpe y nMcaHOM 06auKy;
* npomeHe wWndpy Kaga npumeTe ga MocTtoju 6uNo KakaB HaroselwTaj Mmoryher
KOMNPOMMUTOBAHbA.
Wundpe mopajy aa:
* Capgpre Hajmarbe 9 andaHyMePUYKUX KapaKTepa;
* Cappe Hajmake jeaHO BE/IMKO U jeAHO Mao CNOBO;
* Capp»e Hajmarbe 1 6poj (0-9).
Wndpe He 3aCHMBATM HA NNYHMM NOAALMMA KOPUCHMKA, KAo LWITO cy Mme, TenedoHCKM
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6poj unun gatym poherba 1 He CMejy cagpKaTh BULIE 04 3 y3acTONHA naeHTUYHa 6pojyaHa nam
CNOBHA 3HaKa.

KopucHMUuM cy AyKHU ga npuBpemeHe wudpe npomeHe NpUAMKOM NPBOTr NpujaB/bnBamba
Ha cucTem.

Mpeasuhatbe oarosapajyhe ynotpebe KpunTO3alWTMTE pPaau  3alWITUTE  TajHOCTW,
AYTEHTUYHOCTM OAHOCHO UHTErpuTeTa nogaTtaka

YnaH 16.

Y unby 3aWwTuTe nogaTaka cUCTEM aaMUHcUTpaTopu 3anociaeHn y UKT cayxbu cyaa
pa3Bujajy M MMNNEMEHTUPA)y MNOAUTUKY Kopuwhera KpunTorpadCKMx KOHTpona, u
YCMOCTaB/bajy MEXaHU3MeE U CUCTEM 3a YNpaB/bakbe K/byyeBnma.

KpunTo3awTtuTa obesbehyje:

*  AyTeHTUOMKauMjy (MAEHTUDUKAUM]Y KOPUCHUKA U APYIUX CUCTEMCKMX EHTUTETa Koju

3axTeBajy NPUCTyn UAK 0406per-e aKLmMje KOPUCHUKA);

* HenopeuuBocT (MpMmeHa KpunTorpadCckMx TEXHMKaA, Hajuyewhe AuMruTanHor nornuca,
Kako 61 ce pgobuna noTBpaa O M3BPLUABAkbY WM HEU3BPLUABAHY HEKE aKumje op,
CTpaHe NojeAnHa4YHOr KOPUCHUKA);

* [oBep/bMBOCT (MpUMeEHOM WKdPOBaArbA BPLIM Ce 3aITUTA OCET/bUBUX UAWU KPUTUYHUX
MHPOpPMaLMja Koje ce CKAaaMLWTe UAK NpeHoce);

*  WHTerputeT (HENPOMEH/BUBOCT NOAATAKA KOjU CE NPEHOCE).

MocTynak KpunTorpapcke KOHTPoe obyxeaTa:

* aHanu3y 1 npoueHe notpeba npumeHe Kpuntorpaduje y MNOCNOBHMM NpPOLLECMMA
YK/bydyjyhn onwte npuHUMNe npema Kojuma 6u nocnosHe nHpopmaumje Tpebano ga
ce wtuTe;

* HMBO 3awTute ce oapehyje yammarem y 063uMp TMMa anropuTma 3a KpUNTOBae
nogaTtaka, jaunHe n KBanuTeTa KpunTorpadCKor aAropuTma;

* npumeHy wuodpoBarba 3a 3aWTUTY OCET/bMBUX MNoJaTaKa MNPUIMKOM NpeHoca
MOOGUIHUM UKW APYTMUM  MeaAunjyMUMa, ypehajuma WM Npeko KOMYHMKaALMOHMUX
BOA0BA;

* ynpaB/batbe K/byvyeBMMaA (3aWTUTA KpUNTOorpadCcKmMx Kibydesa, nospahaj wndpposaHmx
nogartaka y cay4ajy rybsberba, KOMNPOMUTOBaHA UM owTehera K/byyeBa).

®du3snuka 3awTnTa 0b6jekara, NPoCcTopa, NPOCTOpPUja OAHOCHO 30Ha Y KOjuMma ce Hasla3e cpeacTBa

13

n aokymeHTn UKT cuctema u o6pahyjy nogaum y UKT cuctemy
Ynan 17.

Buwwn cyg y MupoTy je AyaH ga npedysme mepe paan crnpedaBarba HeosnawheHor
¢dum3muKor npuctyna nocebHo KaHuenapujama nHoopmaTtmuke cnykbe, cepsep cann, akTUBHO]
M NAacMBHOj MPEXKHO]j ONPEMM, Kao M APYrMM NPoCcTopMjaMa y Kojuma ce Hanasu UKT onpema,
cpeactea M AokymeHTM WKT cuctema, Kao W cnpedvaBatbe owTehewa M OMeTama
nHpopmaumja.

30Ha pa3aBajatba M yCcnocTaB/bakbe cuctema opmsmnyke 6esbeaHocTm

Onpema 3a 06pagy WHbOpmauMja ce WTUTU 3aK/bydaBatbeM MNPOCTOpPMja Yy Kojuma ce
Hanaswu.

Y cKnagy ca npoueHom pu3nKa geduHucaHe cy cnegehe 30He pasgBajarba: KaHuenapwuja
nHdopmaTtmyKke cnyxbe, cepsep cana (cepsep coba), MnaBHU AucTpubyTnBHK naHen (FAMN) u
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ANCcTpmnbyTnBHM naHenn (AM) ca akTUBHOM M NAaCUBHOM MPEKHOM OMPEMOM.
LLTa cy 30He pasgBajara?

30He pasgBajakba Yy 3rpaguM WAM Ha JiOKauMju Koja cagp)Ku onpemy 3a obpaay
nHoopmauuja Tpeba ga b6yay pusmuku ucnpasHe (Tj. He Tpeba ga NocToje npouenn y
30HM UK 06N1acTM y KOjoj BM ce nako mMorao AecuTu ynag); cno/bHU KpPOB, 3UA0BU U
NnoAoBW Ha TOj NoKauwnju Tpeba ga byay o4 UBPCTOr maTepujana, a CBa CNo/bHA BpaTa
Tpeba ga H6yay notnyHo 3awTtuheHa og HeosnawheHor npuctyna nomohy KOHTPOMHUX
MeXaHM3aMa, HMp. pelleTkama, afapmmma, bpasama uta.; BpaTa M npo3opu Tpeba aa
6yay 3aK/byvyaHM y CBMM C/yyajeBMMa Kaga cy 6e3 Haa3opa, a Kaga Ccy y nuTamby
npo3opwu, Tpeba pasmoTpUTK CMOJbHY 3aLUTUTY, NOCEOHO y NpU3EMJbY;

Tpeba NocTaBuUTK NpUjaBHULE ca ocob/bem UK apyra cpencTBa 3a KOHTPOAYy GpUsnYKor
nNPUCTyna 4o fIoKaunje nam 3rpage; NPUCTyn oKaumjama uam 3rpagama Tpeba ga byae
orpaHuyeH camo Ha onawheHo ocobsbe;

OHAa Kaga je To NnpumeH/bUBO, Tpeba aa byay nsrpaheHe pusnuke npenpeke Kako 6um
ce cnpeyno HeosnawheHn pU3NMYKKM NPUCTYN M 3arahere U3 OKONIMHE;

CcBa noapHa BpaTa y 6e36e4HOCHO] 30HM pa3gBajatba Tpeba Aa UMajy anapmHu
ypehaj, ga byay noa Hag30pom M Aga ce UCNUTYjy Ha Cnojy ca 3uaoBMMa Kako bu ce
ycrnoctaBuo noTpebaH HMBO OTMOPHOCTM Yy CKAady ca ogrosapajyhum pernoHanHum,
HaUMOHANMHUM MU MehyHapoAHUM CTaHAApAMMa; Tpeba ga GyHKUMOHMLWY Yy CKaady ca
JIOKAaNHMM NPOTUBMOXKAPHUM NPaBUAMMA Y NOrneay ocurypara of, 0Tkasa;

Aa 6y ce Haarnegana cBa CNosbHa BpaTa M AOCTYMHW npo3opwu, Tpeba nocTaBUTH
norogHe npOTUB-NPOBa/iHE aJlapMHE CUCTeMe Yy CKaady ca  HauMOHaNHUM,
perMoHanHum nnm mehyHapogHum ctaHaapamma; obnactm 6e3 ocobsba Tpeba ga 6yay
no4 anapmom Yy CBaKOM TPEHYTKY; Haa3op Tpeba Takohe obe3begutn u 3a apyre
obnacTu, HNP. 32 NPOCTOPMjy Ca pavyHapMMa UM 33 NPOCTOPUje 33 KOMYHUKaLMje;
onpema 3a obpagy uHPopmauMja KOjom ynpas/ba oOpraHusaumja Tpeba pa 6yae
dU3NYKM OBOjEeHa O/, OHE KOjoM yrnpaBsbajy Tpeha anua.

KoHTpona ¢pusunukor ynacka

besbegHocHe ob6nactu mopajy 6uTM 3awTuheHe oparosapajyhum KoHTposama

yNacKa Kako bu ce ocurypano ga je camo osnawheHMm nojegmHuMmMma L03BO/bEH NPUCTY,
CKNagy ca CMepHUUama.
CMepHULUEe 32 KOHTPOAY GU3MYKOT yaacKa:

* eBMAHEeTUPATU AaTyMe U BpeMe ynacka M M3nacka noceTunaua, a CBe nocetuoue
Tpeba HaarneaaTn, OCMM ako HUXOB MPUCTYN HUje NPeTXo4HO oA40bpeH; Npuctyn
Tpeba ogobpaBaTn camo 3a cneundunyHe, ayTopnusoBaHe CBPXE U U34aBaTK YNyTCTBA
0 3axTeBMMa 3a 6e3beaHOCT 06/1aCTU M O NpoLeaypama 3a BaHpeAHe cUTyauuje;

* npuctyn obnactMma y Kojuma ce obpahyjy mnm 4vyeajy nosepsbme MHPopMaLnje
Tpeba aa byae orpaHMyeH camo Ha osnawheHe ocobe, npumeHom oarosapajyhux
KOHTpO/Ma MPUCTYNa, HAP. MMNAeMeHTaunjom ABOGAKTOPCKMX MexaHaHW3ama 3a
npoBepy BepPOAOCTOjHOCTM, KAO LWTO Cy KapTUue 3a NPUCTYNn U TajHU NNYHU
naeHTuduKkaunoHm 6poj (PIN);

* Tpeba 6e3b6enHO O4prKaBaTU M HaArNeAaTU eBUAEHUMjY NN eNeKTPOHCKY NpoBepy
CBUX NPUCTYNa;

*  0f CBWX 3aMOCNeHux, yroBapaya u Tpehe cTpaHe, Kao M of cBUX NoceTunaua Tpeba
3axTeBaTu Aa Hoce BUA/bMBY MAeHTMOUKAUMjy U aa nssecte ocobsbe obesbehera



YKO/IMKO Hauhy Ha noceTuoue 6e3 npatuoua uam npumerte ocoby Koja He Hocu
BMA/bUBY MAEHTUDUKAUM]Y;

* 3anoc/ieHMMa Ko, npyraoua ycayra obesbehewa Tpeba omob6puUTM orpaHuyeH
npuctyn 6e36e40CcHMM obnacTMma unm onpemm 3a obpagdy oceT/bMBMX NOAATaKa U
omoryhuth Kaga 3a 1o noctoju notpeba; oBakas npuctyn Tpeba ga 6yae ogo06peH u
HaArnenaH y CBakom TPEHYTKY;

* npaBa npuctyna 6es3begHocHMm obnacTMma Tpeba penoBHO NPEUCNINTUBATU U
aXKypupaTu, a YKONIMKO NOCTOjM NoTpeba n YKUHYTMU.

3awTuTa KaHuenapuja, npocTopuja, cpeacTaBa, Kao U 3alITUTA 04, NPETHU eKCTEPHUX PpaKTopa
U3 OKpYKekra

Buwu cya y Mupoty obesbehyje n npumerbyje oarosapajyhy KOHTpoOy npuctyna,
ynme ce omoryhasa ¢puM3nyKka 6e36eaHOCT KaHLeNapuja, NpPocTopuja U cpeacTtasa. Takohe,
6e36eaHMM KoHoUrypucarbem ce oHemoryhaBa MPUCTYN K/by4HOj OnMpemu a y Luby
cnpeyaBakba BMA/LMBOCTU MOBEP/LUMBUX MHPOPMAUMja, aKTMBHOCTMMA cnosba. OusmuKa
3alWTUTa Ce Mopa NJaHMPaATU U 3a C/y4YajeBe NPUPOAHMX KaTacTpoda, HemnpujaTesbCKuUx
Hanaga uam Hecpeha.

Pap y 6e36egHOCHMM 30Hama

Be3begHocHe 30He noanexxy cnegehnm mepama sawTuTe:
* 0cobsbe mopa 6uTn obaBeluTeEHO O aKTUBHOCTUMA YHYTap b6e3beagHOCHe 30He;
* 3abpambyje ce pan 6e3 Haasopa y 6e3begHOCHUM 30HaMa;
* be3begHOCHE 30HE KOje ce He KopucTe mopajy 6utn GU3MYKM 3aK/bydaHe M 4yuja
nposepa ce BPLIN NEePUOANYHO;
* He A03BO/baBa Ce yHolwewe doTorpadCckunx, BUAEO, ayanmo uam apyrux ypehaja 3a
3anncmMBambe, 0CMM y3 NPeTXoaHO oaobper-e 04roBopHOr AnLa.

EBnpgeHunjy o ynacky y 6e3begHoOCHy 30HYy BOAM NpaBOCyAHA CTpaxa M CUCTEM
agMuHcnTpaTopu Buwer cyaa y MNupoTy.

3awTuKTa o4 rybutka, owrtehemwa, Kpahe unm gpyror obamka yrpoxkaBarba 6e3begHoctu
cpepcraBa Koja umHe UKT cucrem

Ynan 18.
MocTaB/barbe U 3alUTUTA ONpeme

Onpema ce noCTaB/ba M WTUTU HA HAYMH KOjUM Ce CMakbyje PU3MK Of NpeTru U
OMacCHOCTM M3 OKPYrKerba, Kao n moryhHowhy HeosnawheHor npuctyna.
CmepHuue 3a 6e3begHocT onpeme:
* Onpema ce nocTaB/ba Ha MECTy Koje ce mMoxe obe3beantn on HeosnawheHor
npuctyna;
* Onpema 3a 06pagy MHbopmMaLMja Koja CAyXM 3a NPUCTYN U Kopuwhere oceT/bUBUX
nogaTtaka ce NocTaB/ba HeE MeCTa Koja HUCY BMA/bMBA HeoBnawheHUm ocobama;
* Bpwwu ce penoBHa KOHTpona cuctema 3a obesbehere, anapma, NPOTMBMNONKApHE
3alITUTe, Kao U MHCTanaumja 3a BoAy, CTPyjy, rac, eneKTpoOHCKe KOMyHUKaLuje;
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MpocTopuje ca onpemom Tpeba pegoBHO YNCTUTU 04, NpPaLLNHE;

3abpakbeHo je KoH3yMUpake XpaHe u nuha u nywerwe 6AnM3MHN onpeme 3a obpaay
NHbOopMaUNja;

PenoBHO ce npaTte TemnepaTypa 1 BAAXKHOCT Ba3AyXa;

Onpema mopa 6utn 3awTnheHa og aTMmochepcKMx NafaBuHa;

Onpema y UHAYCTPUJCKOM OKpYXKery Ce WTUTU NPUMEHOM CheumjaIHUX meToaa
3awTuTe.

MpaBocyaHa cTpaXka n cucTem agMmmHcmuTpatTopu Buwer cyga y MNMupoTty peagosBHO npate
YC/I0BE OKO/IMHE, Kao LITO Cy TEMNepaTypa U BAAXKHOCT, KOju 61 MOran HeraTMBHO Aa yTudy
Ha pag onpeme 3a 0bpagy MHpopmaumja.

MomohHe ¢pyHKUMje 32 NoAPLUKY

Onpema ce WTUTK 0Z, NPEKMUAA Hanajakba, Tako WTO ce:

nomohHa onpema 3a Hanmajakbe ogpXKaBa y CKAagy ca cneunduKaumjama onpeme
npoussohaya 1 NPONUCMMa;

KanauuteT nomohHe onpeme peaoBHO NPOLUEYje;

PefoBHO nperneda M UcnuTyje y norneay npaBuAHOr QYHKUMOHUCAkba U BPLUM
nonpasBKa KBapoBa;

obe3behyje BULIECTPYKO Hamnajakbe ca Pas3/IMuMTUX Tpaca.

be3beAHOCHN eneMeHTH NPUIMKOM NOCTaB/bakba Kabaosa

KabnoBu 3a Hanajatbe U TeNeKOMYHUKALUMOHN KabnoBM Koju npeHoce nogatke UAW Koju
npeactas/bajy MNOAPLWKY MHOOPMAUMOHMM YyCayrama LWTUTE ce 04 NPUCIYLIKMBakba,
omeTarba Unu owTtehera Ha cneaehun HaumH:

BOLOBM Hanajakba M TENEKOMYHWKALMOHW BOAOBM KOju yniase y npocTopuje 3a
o0bpany MHPopmaLmja cy Nnoa3emMHM, OHAA Kaaa je To moryhe, v umajy aaekBaTHy
anTepHaTMBHY 3aLUTUTY;

Kaba10BK 33 Hanajakbe ce 0ABajajy 04 KOMYHWKaALMOHUX KabnoBa Aa bu ce cnpeunne
CMETHE;

3a OCEeT/bMBE WU KPUTMYHE CUCTEME Ce NOCTaB/bajy OKNOMN/bEHU BOLOBU, KOPUCTE
Ce 3aK/byyaHe nNpoCcTopuje WAWU KyTUje U NpPUMEHbYje Ce eNeKTPOMArHeTcKo
OKNanake pagm 3awTuTe Kabio.a;

HeoBnawheHo npuk/bydYere ypehaja Ha KabnosBe ce BPWKM  TEXHUYKUM
npeTpaxusarbem n GU3NYKOM NPOBEPOM;

NPUCTYN A0 Pa3BOAHMX Taban 1 y NpocTopumje ca KabnoBMMa ce KOHTPOMLLE.

OapikaBarbe onpeme

Onpema ce oap)kaBa KakKo 6M ce OCUrypanun HeHa HenpekngHa pacrnosioXuBOCT U
HenoBpeAMBOCT, U TO Ha cnegehu HaumH:

onpema ce ofprKaBa Yy CKIagy ca NpenopyyYyeHMM CEpPBUCHUMM MHTEpPBAZMMa M nNpema
cneundmrKaumjama Koje je 4ao ncnopyumnad;

nonpasKe 1 cepBucupare onpeme obass/ba camo ocobsbe osnawheHo 3a oaprKaBatoe;

O CBMM CYMHMBUM WU CTBAPHUM HENCMNPABHOCTMMA, KAO U O LEeNOKYNHOM NPeBEHTUBHOM
N KOPEKTUBHOM OZp*KaBatby Ce YyBajy 3anucu;

oceT/buBe nHPopmaumje Tpeba n3bpucatn ns onpeme;



* npe Bpaharta onpeme y paj HaKOH OAp’KaBakba, NOTPebHO je npernegatv Kako 6wm
npoBepuan Aa Huje HeosnawheHo KopuwheHa nam owTehena.

U3amewTare u npemewTarmbe nmosunHe

Onpema, HbopmaLmje namn codpTeep ce M3MeLlTajy camo y3 oaobpere oAroBopHOr Anua, a
TOKOM M3MeLTakba ce Npumerbyjy cnegeha npasuna:

* Tpeba Aa ce ogpene 3anoc/ieHn M CNo/bHU KOPUCHULM Koju nMmajy oBnawhere ga oaobpe
n3mellTaHke UMOBUHE;

* Tpeba ga ce NocTaBe BPEMEHCKa OrpaHUYeHa 3a M3MELITakbe ONpeme M Aa ce NpoBepaBsa
YyCKNaheHOoCT NPUANKOM NOBPaTKa;

* Tpeba AOKYMEHTOBATU UAEHTUTET M YNOTY NIMLA KOja KOPUCTE MM NOCTYNajy ca MMOBUHOM
NPUINKOM MpemellTartba M O0Ba AOKYMeHTauuja Tpeba ga 6yae BpaheHa ca onpemom,
nHbopmaumjama nam codpTBepom.

Be3beaHOCT UsmeLuTEHe onpeme U UMOBUHE

Ha nsmewTeHy onpemy Tpeba npumeHnTM 6e36eaHOCHE MexaHM3Me 3awwTuTe, yaumajyhu y
0631p pas3nnunTe pUs3nKe NPUAMKOM pasa M3BaH NPOCTOPUja.

Be36ep,Ho pacxoaoBakbe Uan NOHOBHO KOpMLIJheI-be onpeme

CBM [OenoBM oOnNpeme Koju caap)ke Meaujyme 3a 4yBarbe mnogataka notpebHo je
BepmudMKoBaTM Oa 6K ce ocurypano Aa cy CBM OCET/bMBM NOAAUM U NMLEHUMpaHM codpTBepm npe
pacxoaoBakba v NOHOBHOT Kopulhera 6e36e4HO0 YKAOHEHMU.

Bbe36beaHOCT onpeme KOpUCHUKA 6e3 Hap3opa

KopucHuumn Tpeba aa obesbene aa onpema Koja je 6e3 Hagsopa uma oarosapajyhy
3aWTUTY, Y Unby oHemoryhasarba npuctyna 3awtuheHnm nHdopmaumjama 1 nogaumma.

OcTaB/bakbe 0CET/bUBUX U NOBEP/LUBUX AOKYMEHATA U maTepujana

CBa oceT/bMBa M MoBep/bMBa AOKYMEHTa U MaTepujanm mopajy ga byay yKkaoweHwu ca
pafHe NOBPLIMHE U OAJI0KEHW Ha oaroBapajyhe mecTo Koje ce 3aK/byyaBa, y nepuoay Kaga
3aMNOCNEHM HUWje NpuUcyTaH Ha CBOM PagHOM MeCTYy WM Kaja ce AOKYMEHTa U maTepujanu He
Kopucre.

Mpoueaypa:

1. Cse oceT/bMBe M noBep/bMBe MHPOPMaAUMje Yy LITAMNAHOM WMAWN ENEeKTPOHCKOM 06/nKy
3anocneHn mMopajy OONO0XWUTU Ha CUFYPHO MECTO Ha Kpajy pagHor AaHa WAKW Kaja Hucy
NPUCYTHN Ha CBOM PaJHOM MecCTy.

2. PauyyHapu mopajy 61TK 3aK/by4aHM y OACYCTBY 3aMOCNEHOr M yraleHW Ha Kpajy pagHor
OaHa.
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3. Opmapu n puokKe y Kojuma ce 4yBajy NoBep/bMBKU NoZaumM Mopajy OBUTK 3aK/bydaHuM Kaga ce
He KOpUCTe, a K/by4eBn He CMejy BUTK OCTaB/bEHW Ha NPUCTYNAaYHOM MecTy 6e3 Hag3opa.

4. NanTtonosu mopajy 6utn BesaHun y3 nomoh oarosapajyhe onpeme unm 3ak/byy4aHn y proum.
TabneTtn n octanm npeHocHU ypehaju mopajy 6uTh 3ak/bydaHn y puoum.

5. Hocauu nopgataka Kao wrto cy auckosu u flash memopuja mopajy 6uTn oanoxKeHun wm
3aK/bydaHu.

6. Lundpe 3a npuctyn He cmejy BUTK HaNMCaHe U OCTaB/bEHE HA MPUCTYNAYHOM MeCTY.

7. WTtamnaHu maTtepujan Koju cagpxu ocetbmee MHGopmaumje ce mopa ogmax npeysetu ca
WTamnaya NPpUJANKOM LUITaMMNama.

8. Marepujan Koju je HamerbeH 3a Hauarbe Tpeba YHULWTUTU UM OON0KUTU HA MECTO Koje ce
3aK/byyaBa, a Koje je HaMeHEeHO 3a ogNarakbe TakBe BpCcTe maTepujana.

Ob6e3behuBare ncnpasHor u 6esbegHor pyHKUMOHUCAHA cpeacTaBa 3a 06paay nogartaka
YnaH 19.

Y unmy obesbehumsarba ncnpasHor n 6esbegHor PpyHKUMOHMCaAHA cpeacTaBa 3a obpaay
nogartaka, AepuHuLy ce npoueaype 3a pyKoBatbe CPeACcTBMMA, Koje ce 04HOCe Ha OTNOYNHaAHE U
3aBplIeTak npuctyna MHGOPMALMOHOM CUCTEMY, MpPaB/beHE PEe3epPBHUX KOMWja, OAp»KaBarbe
onpeme, pyKoBakbe HOCAYMMa MNoJaTaka, KOHTPO/Ny MPUCTyMa y MNpPOCTOpuje ca CepBEPCKOM
NHPPACTPYKTYPOM, KOMYHMUKALMOHOM ONPEMOM M CUCTEMMMA 33 CKNAAMLUTEHE NoAaTaKa, Kao ny
cnyydajeBuBma nsmelwTarba genosa UKT cuctema. YcBajarbe 1 npMmeHa pagHux npoueaypa.

Buwwn cyn y MupoTy ycnocTaB/ba pagHe npoueaype Koje cafprke WMHCTPYKuMje 3a AeTasbHo
nsspwere cnegehunx nocnosa:

a) MHCTanauuja n KoHdUrypaumja cMcTema;

6) 0bpaay v nocTynarbe ca MHopmaumnjama (ayToMaTCKM U MaHyesnHo);

B) M3pafa pe3epBHUX KONWja;

r) obpasa 3axTeBa 3a BPEMEHCKM pacnopes aKTUBHOCTY;

[) U3paZa MHCTPYKLMja 33 NOCTyNare y CAy4vajy rpelike uan y Apyrmm BaHpPeAHUM CUTyaumjama
KOja MOry fAa HacCTaHy Yy TOKy M3BpLaBaka MNOCNA, YK/bydyjyhu orpaHuuvera y Kopuwhery
cMcTEMCKMX nomohHMX PpyHKUMja;

h) yTBphuBare ANCTe KOHTAKaTa 3a MOAPLIKY M ecknaumjy (Ykbydyjyhu ekcTepHe KOHTakTe 3a
NOAPLLKY) Y CYy4ajy HEOYEKMBAHUX ONEPATUBHUX UAN TEXHUYKMX NOTewKoha;

€) u3paga MHCTPYKLMja 3a ynpas/batbe NOBEP/BUBMM NOAALMMA;

) npoueaype 33 NMOHOBHO MOKpeTare CUCTEMA M OMOpaBak, Koje Ce KopuCTe y C/yyajy OTKasa
cUcTEMa;

3) ynpaB/batbe CUCTEMCKMM 3anmcMma (norosmma);

1) npoueaype 3a Haarnegame.

3a ycBajatbe, M3MeHe U AonyHe paaHux npoueaypa osnawheH je npegceaHuk Buwer cyga
y capajtbu 1 Ha Npeasior cucTem agmMmuMHUCTpaTopa cyaa.

Ynpas/barbe pacnosioKUBUm Kanaymretuma

Kopuwhere pecypca ce KOHTMHyMpaHO Haarnena, Nodelwasa M MpojekTyje y Cknagy ca
3aXTeBaHMM KanmauuTeTMma, Kako b6u ce ocurypane HeonxogHe nepdopmaHce cucTema.
MepuogunyHo ce cnposoae cnehe akTUBHOCTY:

a) bpucarbe 3acTapenunx NoAaTaka;
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6) noBnayere M3 ynotpebe ananKkaumja, cuctema, 6asa nogataka uam OKpyKema;
B) ONTMMM3aLMja cepunje NpoLeca 1 pacnopeaa;
r) oabujarbe MaM orpaHMYyaBare MPOMYCHOr OMcera ycayra 3axTeBaHUX y Morieay pecypca, ako
OHE HUCYKPUTUYHE 33 MOCN0BatbE.
PasaBajarbe OKpyXerba 3a pa3Boj, UCIUTMBAHE U paj,
OKpy:Kema 3a pas3Boj, UCNUTUBaAHE U paj cy mehycobHo pa3aBojeHa, Kako bu ce cmambno pUsKK
oA, HeosnawheHor NpuUcTyna uaM NPOMeHa y PaAHOM OKPYXKEHbY.
# CmepHuue:
a) Tpeba geduHUCATU M LOKYMEHTOBATU NpaBuKaa 3a NpeHoLeHe coPTBEPA M3 Pa3BOjHOT cTaTyca y
onepaTMBHU CTaTyC;
6) pasBojHM M onepatmsHM codTBepu Tpeba [a ce M3BPLIABAjy Ha PA3AIMUUTUM CUCTEMUMA
NANPaAYYHAPCKMM NPOLLECOPUMA, Ko U Y Pa3ANYUTUM SOMEHUMA UAWN AUPEKTOPU)YMUMA;
B) MPOMeHe y OMepaTMBHUM CUCTEMMMA W anauKauujama Tpeba UCNUTMBATU Y OKPYXKery 3a
NCMUTUBAHE U PEXUMY OLPKABAHA NPE HEro LWTO Ce MPUMEHE Ha ONepaTUBHE CUCTEME;
r) ucnutuBarbe He Tpeba fa ce paauM Ha ONEpPaTMBHUM CUCTEMMMA, OCUM Yy M3Y3ETHUM
OKONNHOCTUMA;
[l) KoOMnajnepu, eAnUTOPU U APYrM Pa3BOjHM aNaTU UAN CUCTEMCKM NOMONHM nporpamu He Tpeba
Aa byay [OCTYNHM U3 onepaTUBHUX CUCTEMA, aKO Ce TO He 3aXTeBa;
h) Aa 6m ce cmarbMO PUSKK Of TPELKE, KOPUCHULM Tpeba Aa NpUMetbYjy Pa3nNuMTe KOPUCHUYKE
npodune 3a onepaTMBHeE N CUCTEME 33 UCMUTUBAbE, @ MEHNjU Tpeba Aa npukasyjy ogrosapajyhe
NOeHTUOMKaLMOHE NOPYKE;
e) oceT/bMBe nopatke He Tpeba KOMMPATU Y CUCTEMCKO PA3BOjHO OKPYMKEHE, OCUM aKO HUCY
0b6e36eheHe eKBMBANEHTHE KOHTPOIE 33 CUCTEM 33 UCMIUTUBAHLE.

3a obesbehuBarbe wucnpaBHor u 6e3bepHor ¢yHKUMOHMCAMa cpeacTaBa 3a o0b6paay
noAaTaka U NpUMMeHy pafgHWUX Npoueaypa 3ajyKeHa je MHpopmaTuuka cnyxba Buwer cypa y
Muporty.

3awTnTa NnogaTtaka U cpeacrasa 3a 06paay nopgaraka og 310HamepHor codpTeepa
Ynan 20.

3noHamepHU copTBep obyxBaTa CBe MPOrpame Koju Cy HanpaB/beHW Y HAMEPU Aa OTeEXKajy
Paj UK OLUTETE HEKWU YMPENKEH UIN HEYMPENKEH padyHap. 3alTUTa o4, 310HamepHor codTeepa ce
3aCHMBa Ha codTBEPY 3a OTKPUBAHE 3/I0HAMEPHOT COPTBEPA U OTK/akakbe WTETE, HA NO3HaBakY
nHdopmaumoHe 6e36e4HOCTM, Kao M Ha oarosapajyhum KoHTponama npucTyna cuctemy W
yrnpas/bakby 3aXTEBAHUM U NOTPEOHMM NpOMeEHaMa.

MocTynaKk KOHTPOJIe 1 Npeay3uMatbe Mepa NPOTMUB 310HaMepHoOr codpTBepa

Buwu cyn y NMupoty oapehyje M npumerbyje KOHTpPONE OTKpMBaha, CrnpevyaBarba M
OonopaBKa, paZu 3aWTUTe o4 3/10HamepHor copTeepa.

Caapkaj npouenype o 3alTUTK 04, 310HaMepHor codTeepa:
1. popmanHa 3abpaHa Kopuwherba HeayTopnsoBaHMx coPpTBeEpa;
2. MMNnemeHTauMja KOHTpO/aa Koje crnpedvaBajy WM OTKpuBajy Kopuwhewe HeosnawheHor
codTBEpPAa;
3. MMnaemeHTauMja KOHTPOJIA KOje crnpedvaBajy WUAM OTKpUBAjy Kopuwhere MNO3HATUX Wan
CYMHMBUX KOMMNPOMUTOBaAHMX BeDO-CajTOBA;
4. ycnocTaB/barbe GOpmanHe MNONUTUKE paau 3aWTUTE Of, PU3MKA MOBe3aHWUX ca Aobujarbem
faToTeka M codTBEpa oA UAM NPEKO CMOJbHUX MpPeXKa, UAM Ha BMN0 KoM ApYyrom megujymy,
yKa3syjyhu Ha To Koje 3awTnTHe mepe Tpeba npeaysetu;

19



5. cmarberbe pParbMBOCTU KOje MOXKe [a EeKCNaoaTule Henpujate/bCku copTBep, HNp. Kpo3
ynpas/bakbe TEXHUYKUM ParbUBOCTUMA;
6. cnpoBohere peaoBHUX NpencnuTMBatba coPpTBEpPa M Cagp)Kaja nojataka y CUMCTEMMMA KOju
nogprKaBajy KPUTUYHE MOCNOBHE MpoLuece; NPUCYCTBO BMNO KaKBUMX HEOAO0OpeHUX AaToTeKka uam
HeayTopu3oBaHMX A0NyHa Tpeba GopManHO UCTPaAXKUTY;
7. VHCTaNnpartbe M penoBHO axKypuparbe codpTBepa 3a OTKPMBAHE 3/10HaMepHOr copTeepa U
OonopaBakK paauv npeTparkuBaka payvyyHapa U meaujyma Kao KOHTPOAY U3 NPefoCTPOXNKHOCTU, NN
Ha PYTUHCKOj OCHOBM.

Jlucta npoBepa Koje ce cnposoje:
a) nposepy, npe Kopuwhera, CBUX AAaTOTEKA HA €NEKTPOHCKMM UAN ONTUYKUM MeLMUjyMUMA, Kao U
0ATOTEeKa NPUM/bEHUX MPEKO MPEXKA, Aa NN CagprKe 310HaMepHU codpTeep;
6) npoBepy, npe Kopuwhera, cagprkaja NpUIOra eNeKTPOHCKe nowTe 1 nNpey3eTux cagpiaja, Aa
N1 cafpKe 3/10HamepHU codpTBep; OBy NpoBepy Tpeba CNnpPoBOAMUTN HA PAa3HMM MECTUMA, HMpP. Ha
cepBepuMa 3a ENEeKTPOHCKY MOLWTY, Ha CTOHMM PayvYyHaApMMa UM NMPUAUKOM YNacKa y MPEXKY
onepatopa UKT cuctema;
B) NpoBepy NocTojarba 310HaMepHUX copTBepa Ha BEO-CTpaHMLAMa;
r) nedvHucarbe npoueaypa 3a MeHaLMEHT U OArOBOPHOCTM 33 MOCTynake ca 3alTUTOM of,
3n10HamepHor codTBepa y cuctemnma, obyka 3a UxoBo Kopuwhere, M3BEWTaBakE N ONOPaBaK
04, HanaAaa 310HaMepPHUM COPTBEPOM;
A) npunpemy oprosapajyhnx nnaHoBa 3a KOHTMHYWUTET MOCNOBakba MPUIMKOM OMOPaBKa Of
Hanaga 3n10HamepHUM codpTBepOM, YK/bydyjyhn cBe HeonxoaHe pesepBHE KOMWje nogaTtaka wu
codpTBEPA M MEXAHM3ME 33 ONOPABAK;
h) MmnnemeHTaumjy npoueaypa 3a peaoBHO NPUKYN/batbe MHPOPMaLMja, Kao WTO je npeTnaaTa
Ha agpecHe CNMCKOBe 3a AOCTaBYy WM NpoBepa BeO-CTPaHMLA HA Kojuma ce Aajy MHbopmaumje o
HOBWM 3/10HAaMePHUM COPTBEPUMA;
e) mnaemeHTaumjy npoueaypa 3a BepudmkoBarbe MHGOpPMaLMja 0 310HamepHUM codpTBEPMMA U
obesbeheme aa cy ynosopasajyhu nssewTaju TayHn M uHPopmaTMBHKU, pyKoBoduoum Tpeba aa
OCUTypajy Aa Ce 33 pas3/IMKOBakbe JIaXXHUX Of, CTBAPHMX 3J/IOHAMepHuX codTBepa KopucTe
KBa/IMPMKOBAHN U3BOPMU, HMP. MPOBEPEHM YaCOMUCKU, NOYy34aHEe CTpaHuue Ha WHTepHeT mpexun
AN MUCMNOPYYMOLM Nporpama nNpoTUB 3/1I0HaMepHUX codTBepa; CBU KOpPUCHWUUM Tpeba pga byay
cBecHM npobnema nojase AyXOBUTUX WM 3N10HAMepPHUX obMaHa M OHora wTo Tpeba pa pase
nocse HUXOBOr Npujema.

MNpenopyyyje ce AoHOoWewe W npoueaype O aHTUBUPYCHO] 3alITUTM M npoueaype o
nogm3ary CBECTM 3aN0CNEeHUX O MHPOPMALMOHOj besbeaHoCTw.

Y cnyyajy Aa KOPUCHMK NPUMETM HeOOMYHO NMOoHallake payyHapa, 3anarkakbe Tpeba be3
oANararba Aa npujasm MHGOPMATUYKO] CNyKOKM Buwer cyaa y MNuporty.

Y unmy 3awTnte ogynaga y UKT cucrtem, cnctem agmuHuctpatop Buwer cyga y MNMupoty je
OYXKaH na o4prKaBa CUCTEM 3a Cnpeyasakbe ynaja.

KopucHMuuma Koju cy npuk/bydeHn Ha UKT cuctem y caydajy gokasaHe 3noynotpebe
MHTepHETa cMCTEM aAMUHUCTPATOP CYyAa MOXKE YKUHYTU MPUCTY.

3awTuTa o4 rybuTKa nogaraka
Ynan 21.

Buwu cyng y MNupoTy BpwKM u3pady pe3epBHUX KonMuja Koje obyxBaTajy CUCTEMCKe
MHPopMaumje, anauMKaumje U NoAaTKe KOju Cy HEOMXOAHW 3a ONOpaBaK LLENOKYyMor cucrema y
C/NyYajy HacTynaka nocnegmuua M3asBaHMxX BaHPEAHUM OKONHOCTMMA.
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Pe3sepBHe Konuje nipopmaymja n nogataka

PesepBHe Konuje nHpopmaumja, copTBepa 1 AynamMKaTh cMCTeMa ce peaoBHO M3pahyjy u
ncnuTyjy.

3aWTUTHE Komnuje KopucHUuMMa obe3behyjy KopucHUYKe nopatke, GYHKUMOHANHOCT
cepBMca M anavKaumja HAKOH YHUWTewa mam owTehera Koja Cy HacTana ycnen XakepcKux
Hanaza, OTKa3a XapABepa, rpeLlaka KOPMUCHUKa, MPUPOAHNX KaTacTpoda u apyrux Hecpeha.

Moa 3aWTUTHMM KOMMWjama noapasymeBa Ce NpaB/bete pe3epBHUX KOMUja KOPUCHUYKMX
nogaTtaka, KoHourypaumoHmx wu log ¢ajnoBa, KpuUTUYHMX dajioBa 33 PyHKUMOHMUCAHE
OnepaTMBHUX cUCTEMA (CEPBEPCKUX, KOPUCHUYKUX N KOMYHUKALMOHUX) UM LLeAnX OnepaTUBHUX
CcUCTeMa, anamkaumja, cepsuca n 6ase nogataka.

3awTuTtHe Konuje Tpeba ga omoryhe 6p30 n edukacHo Bpahare y OYHKUU)Yy cuctema y
CNy4ajy HexesbeHux gorahaja, u Tpeba ux NPaBuUTM y BpeEME KaZa Ce He YyMakbyje pacnosioKMBOCT
cepBsuca, ananKkaumja, 6asa nogataka M KOMyHUKauMoHMX KanauuTeta UKT cuctema.

3a yyBatbe 3aWTUTHUX KOMMja KOPUCTE Ce MarHeTHe TpaKe, eKCTEepPHW Xaph, AUCKOBU U
CD/DVD megujun.

HapnexHa opraHmsaumoHa jeauHnua 3a UT usspluasa cnegehe 3agatke:

* MpoLEHYje OCET/bUBE U KPUTUYHE NOAATKE 3a Koje je NoTpebHO NpaBUTK pesepBHE Konuje;

* Kpeupa naaH npas/betba Pe3epBHUX KOMWja;

* MNpaBu 3aWTUTHE KOMNMUje CepBEepPCKOr OMepaTMBHOr CUCTEMA M NogaTaka, KOMYHUKALMOHOT
OonepaTMBHOr cUCTEMA M KOHOUrypaumoHux ¢ajnosa, anauKauumja, cepsuca M 6Hasa
nogaTtaka;

* BepudUKyje ycnewHo npaB/bere pe3epBHUX KONWja;

*  BOAM eBUAEHUMjY ypaheHnx pe3epBHUX KOMNKja;

* oafiaxe Konuje Ha 6e3begHO MecTo;

* TecTupa UCMPaABHOCT pe3epBHUX KOMNKMja 1 NpoLeaype 3a NpaB/bere 3aWTUTHUX KOMKja;

* pecTaypupa nogaTKe ca pe3epBHUX Konwuja.

MnaH n3page pesepBHUX Konuja MHPopmaumja obyxsaTa cneagehe:

* TayHe W MOTNyHe 3anuce O pe3epBHMM KoOMujama M [AOKYMEHTOBaHe mnpoueaype
obHaB/batba;

*  06MM M y4yecTanocT n3page pe3epBHUX KOMNKja;

* pesepsHe Konuje Tpeba ga oaparkasajy nocnoBHe noTtpebe opraHusaumje U KPUTUYHOCT
TMX HGOPMaLMja NO KOHTUHYUTET NOCNOBakba OpraHM3aumje;

* Tpeba MX CKNAQULITUTL HA NOKALMjU Ha AOBO/bHO] YAA/bEHOCTH, Kako Bu ce n3berno ceako
owTtehere Ha rNaBHOj NOKaUnju;

* pe3epBHUM KonMnjama nHpopmaumja Tpeba gatn oarosapajyhm HMBO PU3MUKe 3aITUTE U
3aWTMUTE 04 yTULAja OKOAMHE (onMcaHo y Tauku 12) Koju je gocnegaH mepuamMma Koja ce
NPMMeHYjy Ha FNaBHOj IOKaUUju;

*  Meaujyme ca pe3epBHMM Konuvjama Tpeba pesoBHO npoBepaBaT, pPagu CUTYPHOCTU
HbMXx0Be ynotpebe y BaHpeAHUM CUTyauMjamMa 1 Kaga je TO HEONXOAHO;

* Yy cuTyauMmjama y KOjUMa je BaxHa NOBEP/bMBOCT, pe3epBHe Konuje Tpeba 3awTUTUTK
nomohy wudposamsa.

3a 3awTnTy oA rybuTKa nogaTaka o4roBOPaH je npeacefHuK cyaa u MHPopmaTmyka ciykba.

Yyearbe nogataka o gorahajuma Koju mory 6utm og, 3Hauyaja 3a 6e3begHoct KT cucrema
YnaH 22.
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Y UKT cucrtemy Buwer cyga y NMupoty dopmupajy ce 3anucm o gorahajuma (norosu) y sesu
Ca aKTMBHOCTMMA KOPUCHMKA, rpellkama u gorahajuma y sesu ca nHpopmaunoHom 6es3begHowhy.

3anucuBame pgorahaja

Buwwn cyg y MupoTy npasBu 3anuce o gorahajuma u 6ene’sm akKTUBHOCTM KOPMUCHMKA,
rpewke u gorahaje y Beaun ca HpopmaumoHom 6e3begHowhy, Koju ce mopajy Y4yBaTu U peaoBHO
npencnuTMBaTM. AQMMHUCTPATOPU CUCTEMA Hemajy n[03Bo/sy ga Opuy wan peakTusupajy
OHEBHUKeE O COMCTBEHUM aKTUBHOCTMMA.
3anucu o gorahajuma cagpixe:

*  naeHTMPUKATOPE KOPUCHUKA;

*  QKTMBHOCTU CUCTEMA;

* JaTyme, BpeMe 1 [ieTasbe KibydyHux gorahaja, HNp. npujaB/buBarba U 0jaB/bUBaHLA;

*  WAEHTUTET AW IoKaumjy ypehaja, ako je moryhe, n naeHTUOUKATOP CUCTEMA;

* 3anuce O yCnewHMm 1 og6ujeHMM NOKyLWajuma NpucTyna cucTemy;

* 3anuce O yCnewHuUm 1 ogbujeHMM NOKyLWajuma NpUCTyna Nogaumma U Ap. Pecypcuma;
* NpOoMeHe y KOHPUrypaumju cucTema;

* Kopuwhere npuBmuiernja;

*  Kopuwhere cMcteMcknx NoMohHUX GpyHKLMja U ananKaumja;

* [JaToTeKe Kojuma ce NpUCTynaso 1 BpcTe NpUCTyna;

*  MpEeXHe agpece 1 NPOTOKONE;

* anapme Koje je nobyano cnuctem 3a KOHTPOy NPUCTYNa;

* aKTUBMpaAtbe M OeaKTUBMpPaHe CUCTeMa 3alUTUTEe, KAao LWTO CY aHTUBUPYCHU CUCTEMMU WU

CUCTEMM 3a OTKpPUBaAtbe ynaja.

3awTuTta HPopmaumja y sanmcuma

CpeacTBa 3a 3anucuBarbe M 3anucaHe uHdopmauuje cy 3awTtuheHn oa HeosnawheHor
Mehbakba U NpucTyna.
3abpatbeHo je HeosnawheHo yHolwere cnegehunx nsmeHa:
* Metbatbe TUMNOBA NOPYKa Koje ce 3anucyjy;
* yHOLIEeHEe M3MeHa Yy AaTOTeKe ca 3anncMma Uau kbMxoBo bpucarse;
* npenykaBake Meamjyma 3a 3anuce, WTO A0OBOAM A0 OTKasa 3anucuBaka gorahaja wau
ynucuBakba npeko Beh paHuje 3anmcaHor.

3anucu agMMHUCTpaTOpa M onepaTtopa

AKTUBHOCTM aaMMHMCTPaTOpa M onepaTopa cuCTema ce 3anucyjy, a 3anucu WwTuTe U
PefoBHO NpencnuTyjy. BnacHMUM NPUBUNErOBaHMX KOPUCHUYKMX Hanora mory 6utu y cTamy Aa
ynpas/bajy 3anucuma Ha onpemu 3a obpagy vHPopmaumja Koja je nopd HUXOBOM AUPEKTHOM
KOHTPO/IOM, Ha KOju HauyuH ce WTuUTe W npernepajy 3anucu ga 6u ce oaprana oAroBOPHOCT 3a
NPUBUNErOBaHE KOPUCHMUKE.

CatoBu cBux oarosapajyhmx cuctema 3a obpagy vHPopmaumja 3awTute mMopajy o6utn
CUHXPOHWN30BaHM NO MPUHUYKOM CpeabeM BPEMEHY.

3a yyBatbe nogaTaka o gorahajuma Koju mory 6utM opn 3Hadyaja 3a 6e3begHocT UKT
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CUCTEMA 3a4YKeH je nHbopmaTUuKK cnyba Buwer cyaa y Mupory.

O6e3behuBarbe MHTerpurteta copTBepa U onepaTtMBHUX cUCTEMA
YnaHn 23.

Buwwu cya y MupoTy cnpoBoau npoueaype Kojuma ce obesbehyje KOHTpona UHTerputeTa
MHCTanMpaHor copTBepa 1 onepaTUBHUX CUCTEMA, Y CKNAAY Ca CMEPHMLLAMA 32 KOHTPOy MPOMeHa
M MHCTanauujy codprteepa.

CMepHMLE 32 KOHTPOY MPOMEHa W MHCTanaumjy copreepa

* axypuparbe onepaTuBHor codpTBepa, anauMkauuja M MNporpamckux bubamoteka mory aa
obaBsbajy camo ocnocobs/beHn agMUHUCTPaTOpPK, No aobujarby oarosapajyher osnawhersa
0/, PyKoBOAMOLa;

* OnepaTMBHU cucTemu Tpeba fa cagpke camo ogobpeHe U3BpLIHE KOAOBE, @ HE U Pa3BOjHe
KOZ0BE UM KOMMUNATOPE;

* anAuvKauumje U onepaTtMBHU CUCTEMCKM codTBep Tpeba umMnaemeHTUpaTM TeK mnocae
OBMMHOr M yCNewHo CnpoBeAeHOr UCNUTMBaKbA, Koje obyxBaTa UCMUTMBaHE
npUMeH/bUBOCTH, 6e3beaHOCTH, yTULAja Ha Apyre cCUCTeEME M MOroAHOCTU 33 Kopulwherse,
a Tpeba Mx CNpoBOAUTM HA 3aCEOHUM CUCTEMMMA, OAHOCHO TECTHUM OKPYKEHUMA;

* Tpeba ocurypatu Aa cy cBe oarosapajyhe 6ubanoteke M3BOPHUX NPOrpama axkypupaHe;

* npe MMnNaemeHTauumje 6O KakBMX NPOMeHa, Tpeba ycnocTaBuUTK cTpaTermjy nospaTka Ha
NPETXOAHO CTakbE;

*  MNPUINKOM CBUX axkypuparba Ha bubamMotekama onepaTMBHUX Nporpama, Tpeba ogpikaBaTu
3anuce 3a nposepy;

* Kao Mepy NpeaoCTPOXKHOCTM 3a Heo4YeKkuBaHe cuTyauuje Tpeba cavyBaTU NpeTxoaHe
Bep3uje anankatueHor codpteepa;

e crapuje Bep3uje codTBepa Tpeba apxmMBmpaTW, 3ajegHO Cca CBMM MOTPEbHUM
MHPopMaumjama 1 NapaMmeTpuma, npoueaypama, AeTa/buma KoHburypauuje u copteepom
3a NOAPLLKY, CBe A0K ce noAaum ApXKe Y apXuBu.

MHcTanaumnjy n nogewasarbe codpTBEpa MOXe A3 BPLIM CaMO CUCTEM aAMUHUCTPATOP Cyaa,
OAHOCHO 3aMnoC/IeHU - KOPUCHUK KOju nma oBnawherse 3a To.

3awTuTa oA 3noynoTpebe TexHUUKUX 6es3beagHocHux cnaboctn UKT cucrema
YnaH 24.

Buwun cyn y NMupoTty Bpwn aHanmsy UKT cuctema v ytephyje cteneH nsnoxeHocty UKT
cucTema noteHuujanHum 6e3begHOCHMM cnabocTMma, n npeaysnma oarosapajyhe mepe Koje ce
OZHOCE Ha YKNarbakbe Npeno3HaTux cnabocTm uam npumeHy Mepa 3aluTmTe.

yn paB/batbe TEXHUYKUM PakbUBOCTUMA

Buwmn cyg y NupoTy 6naroBpemMeHo Npukynsba MHGopMaumje 0 TEXHUYKMM PatMBOCTUMA
MHPOPMALMOHNX CUCTEMA KOjU CE KOPUCTE, BPEAHYjE U3TOMKEHOCT TUM PakbMBOCTUMA U Mpeay3Mma
oarosapajyhe mepe, yaumarbem y 063up npunagajyhux pusmka.

MocebHe nHbOpMaumje Koje cy noTpebHe 3a NOAPLLKY yNpaB/batba TEXHUYKUM PakbMBOCTMMA
obyxBaTajy npoaaBua copTeepa, bpojese Bep3uja, Tekyhe cTarbe pasmeluTaja, Kao U ocobe Koje cy
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OAroBOpHe 3a Taj codTaep.

CmepHuue:

Buwwm cyg y NMupoty geduHUwe 1 ycnoctas/ba yaore U 04roBOPHOCTM Yy BE3M Ca YNPaB/batbeM
TEXHUYKMM ParbMBOCTMMA, YK/bYydyjyhu Haa3op, oueHy pusmnKa ycnep, ytepheHe parbMBOCTY,
ncnpasKe, C1e4/bMBOCT UMOBMHE M CBE O4TOBOPHOCTM 33 NOTPebHA KOOPAMHMPAHLA;
HajMarbe jefHOM MeCceyHo, a No noTpebu u yewhe, BPWKN aHANM3Y AHEBHWKA aKTUBHOCTM
(activitylog, history, securitylog, transactionlog v ap) y um/by naeHTndukaumje noteHumjanHuUx
cnaboctn UKT cucrema.

3a codTBEpCKEe W Apyre TexHonoruje ce ogpehyjy uHPopmauMoHM pecypcu 3a
naeHTMdurKoBare oarosapajyhnx TEXHUYKMX PabMBOCTU M 33 OAP)KaBatbe CBECTU O UCTUMA;
0BW MHPOPMALLMOHM PECYPCU CE aXKypUPajy Ha OCHOBY M3MEHA Y MHBEHTapPY AW OHAA Kaga
ce naeHTUPUKYjy HOBU UM APYTY KOPUCHU PeCcYpCH;

AeduHUWE ce BPEeMEHCKM pacrnopes pearoBatba Ha obaBewwTere 0 Moryhum TeXHUYKUM
parbMBOCTMMA;

Kaga je moryha TexHMYKa parbUBOCT NAEHTUPUKOBAHA, Tada ce MAeHTUOUKYjY npmnagajyhu
pU3NLM U aKumje Koje Tpeba npeayseTu; Takee aKkuMje mory Aa obyxsaTe UCMpaBKe parbUBUX
cuctema uU/vam NpUMeHy Apyrux KOHTPONa;

Y 3aBUCHOCTU Of TOra KOJIMKO XMTHO Tpeba HEKY TEXHUYKY ParbMBOCT Y3€TM Y pasmaTpatbe,
npeayseTe akTMBHOCTM CE CMPOBOAE Y CKAa4y Ca KOHTPOAaMa Koje Cy Be3aHe 3a ynpaB/bakbe
npomeHama uAM cnposoherwem npouedypa 3a OArOBOP Ha WMHUMAEHTE HapyllaBama
6e3beaHoCTY;

aKo je McnpaBKa AOCTyNHa of NEerMTUMHOr M3BOPa, OHAA Ce OUeHYjy puU3MLM Yy BeE3U Ca
WHCTaNMpabem Te MCnpaBKe (pM3MKe Koju HacTajy ycnen, parbMBOCTU Tpeba ynopeamtu ca
PU3NKOM BE€3aHUM 33 MHCTa/IMpakbe UCNPaBKe);

ncnpaBKe ce Mopajy NpPBO McnNpobaTh 1 BpeAHOBaTM Mpe Hero LITO ce TPajHO yrpaae, Kako bu
ce ocurypano ga he oHe 6uTH edekTMBHE N fa Hehe f0OBECTM 40 CNOPeAHMX YTULAja Koju ce
He Mory To/iepucaTh; ako UCMpaBKa HWje Ha pacrnofaraky, oHgA Tpeba pasmoTpuTn gpyre
KOHTPO/E, Kao LITO Cy AeaKTUBMparbe ycayra uam moryhHOCTM Koje ce ogHOCe Ha parbMBOCT,
npunarohaBarbe WAM [A0[aABatbe KOHTPONa MpUCTyna, (HNp. 3awTwuTHy 6apujepy Ha
rpaHnuama mpeske (suaetn 21.1)) wnm nojayaHo HaArnefarbe Kako 6M ce OoTKpuan muam
cnpeynnm noctojehn Hanaam 1 yTMuano Ha noseharbe CBECTM O PatbMBOCTY;

0 CBMM Mpeay3eTMM npouesypama ce npasBe 3anucu 3a MpoBepy, a MPOLeC ynpaB/bakba
TEXHUYKMM pParbMBOCTMMA Tpeba pesoBHO HaarneaaTM U BpeLHOBaATM Kako Bu ce ocurypane
Herosa ePpeKTMBHOCT U ePUKACHOCT;

Hajnpe ce y3Mmajy y pa3amaTparbe CUCTEMM Ca BUCOKUM PUSUKOM;

epeKTMBaH MpoLec ynpaB/bakba TEXHUYKMM parbMBOCTMMA ce ycKknahyje ca akTMBHOCTMMA
Koje ce ogHOoCe Ha ynpaB/bakbe MHUMAEHTUMA, TaKo Aa 06e36eam TeXHMYKe npoueaype Koje
Tpeba cnpoBecT aKko ce A0roAn HEKU MHUNAOEHT;

Kpeupa ce npoueaypa Koja yauma y ob63unp cutyaumjy y Kojoj je naeHTudrKoBaHa parbmBOCT,
ann He NOCTOjn NoroAHa KOHTpPamepa. Y 0Boj cUTyalumju, opraHnsaumja Tpeba aa npoueHu
PU3UK Yy 04HOCY Ha NO3HaTe ParbnBOCTU M AeduHULIE oaroBapajyhe mepe 3a OTKpUBaHE, Kao
N KOPEKTUBHE Mepe.

YKonnko ce maeHTUOUKYjy parbMBOCTU Koje mory aa yrpose 6e3beaHoct UKT cuctema,

CUCTEM AAMMHUCTPATOP CyAa je Ay)KaH [Aa OAMax M3BPLIKM MNoAelaBala, OAHOCHO WMHCTaAMpa
codTBEp KOjU he OTKNOHWUTU youyeHe parbMBOCTWU. [PBO Ce y3MMajy y pasmaTparbe cuMcTemMu ca
BMCOKMM PU3NKOM.
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OrpaHuyera y nornegy MHcranaumje copreepa

3abpareHO je MHCTanuparbe codteepa Ha ypehajuma Koju mory A0BEeCTUM A0 M3/I0XMEHOCTU
KT cuctema 6e36e4HOCHUM pU3MLMMA.
MocebHMM aKTOM je aeduHUCAHO Koje BpcTe codpTBEpa 3aN0CAEHM CMe Aa MHCTANMpPa, a Koje
cy 3abparbeHe.
Obe3behunBarbe ga aKTMBHOCTM Ha peBu3uju UKT cucTtema MMajy LWITO MakbM yTULAj Ha
bYHKUMOHMCake cnctema
YnaH 25.

Mpunankom cnposoherba pesusnje KT cuctema, Buwm cyg y Nupoty o6e3behyje aa pesnsuja
MMa LITO MakbM YTULAj Ha PYKLMOHMCAbEe CUCTEMA.
MocTynaKk KOHTpoae MHPOPMALMOHMX CUCTEMA:

* Ca pyKOBOACTBOM CYy A, OrOBOPEHUN 3aXTEBM 33 NPOBEPY NPUCTYNA CUCTEMY M NOLALMMA;

* [lpegmeT n nogpydje MUCNUTMBAHA 3a NPOBEPY Cy yHanpen, LOroBOPEHW W CTPOro
KOHTPO/INCaHW;

*  UNcnuTtmeama 3a NpoBepy Cy OrpaHNYeHa Ha MPUCTYN YNTaHEM;

e [lpuUCTyn KOju HMje OrpaHW4YeH camo Ha uYuTartbe Tpeba [03BO/IUTM caMo 3a Aobujarbe
N34B0OjEHNX KOMMja CUCTEMCKMX OATOTEKa Koje ce No 3aBplieHoj nposepu bpuwy mam ce
oAaroBapajyhu WTUTE YKOIMKO NOCTOjMu obaBe3a Aa ce TaKBe [AaTOTEKE 4yBajy npema
3aXTEBMMA 33 LLOKYMEHTOBaHE NPOBEpE;

* 3axTeBM 33 nNocebHy uam JonyHcKy obpaay mopajy 6utn naeHTMGMKoBaHM M O TOMe Mopa
H6UTK CaunHbeH NMUCaHM CNOPa3syMm;

*  WcnuTmBarba 3a NPOBEPY MOTY YTULATM HA AOCTYMHOCT CUCTEMA, Na ce noKpehy BaH pagHor
BPEMEHa;

* CaB npucTyn ce Haarneaa u 3anucyje ce ga 6u ce Hanpasno pedepeHTHN Tpar.

* [naHupare u cnposoherbe pesusmje UKT cuctema moxe ga BpWKM camo MHPopMaTUYKa
cny»6a Buwer cyga y MnupoTy, 04HOCHO 3aN0CNEHU-KOPUCHUK KOju UMa oBnawheke 3a To.

3awTnTa NogaTtaka y KOMyHUKaLMOHUM mpeXKama YK/bydyjyhu ypehaje un sogose
YnaH 26.

Y un/by 3alWTUTe NoAaTaka Yy KOMYHMKALMOHMM MpeXKama, ypehajuma n BogoBMma BpLn ce
HMXOBA KOHTPO/IA U 3aWTUTa oA HeosnawheHor npucTyna.

CneumnduKaumja mpexxHux ycnyra, 6uno ga ce oHe npyajy yHytap camor Onepatopa UKT
cuctema 6uno og, ctpaHe Tpehux nua, yK/bydyjy mexaHmsme 6e3benHoctu, BpcTe ycnyra yTBpheHux
Ha 3axTeB pykoBoacTBa. MpexHe ycnyre obyxeaTajy obe3behuBarbe nNpuK/byyaka, ycayre Ha
NPMBAaTHUM MpeXama WM Mpexe ca [oAaTHUM byHKUMjama, Kao WM pellera 33 Yynpas/bakbe
6e3beaHowWwhy (3aWTMUTa M CUCTEMM 33 OTKPUBAHLE yNaaa).

Y mperxkama cy mehycobHo pasgsojeHe rpyne MHGOPMALMOHMX YCayra, KOPUCHMKA U CUCTEMA,
a MpPEXHW aAMMHUCTPATOP je 0A4roBOPaH 32 yrnpaB/bakbe MPEerKOM.

Cuctem agMUMHUCTPATOP Cyda je AyXaH Aa CTasHO BPLUM KOHTPOJIHW npernen MperkHe
onpeme 1 bnaroBpemeHo npegy3nma mepe y LM/by OTKAakbakbd EBEHTYA/IHUX HENPABUAHOCTW.

be3benHOCT nogataka Koju ce npeHoce yHyTap onepatopa WMKT cuctema, Kao n msmehy
onepartopa UKT cuctema n anua saH onepatopa UKT cuctema
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YnaH 27.

3alWwTnUTa NogaTtaka Koju ce NpeHoce KOMYHUMKALUMOHMM cpeacTBMMA YHyTap Buwer cyaa y
Mupoty, namehy onepatopa MKT cuctema u nnua BaH onepatopa MKT cuctema, obesbehyje ce
yTBphuBartem oarosapajyhux npasuna, npoueaypa, NOTNMCUMBAHEM YroBopa M CMopasyma, Kao U
NPUMEHOM aZIEKBaTHUX KOHTPO/IA.

Mpasuna Kopuwherba eNeKTPOHCKe nowiTe

Ynotpeba enekTpoHCcKe nowTe mopa 6uUTK y CKNady ca ycnocTaB/beHMM npoueaypama M
afleKBaTHMM KOHTpO/sama Hafg cnpoBoherbem MUCTUX. ENEKTPOHCKa MolTa Ce MOXKE KOPWUCTUTU
MCK/bYYMBO 3a NOC/IOBHE NOTpebe; pasmeHa NopyKa JMYHOT caaprKaja Huje [03BO/beHA; CBU No4aLm
cagprKaHu y Nopykama WMAM HUXOBOM NPUAOTY MOpajy BUTU y CKNady ca CTaHO4apAuma 3awTtute
nopataka.

MNpasuna kopuwherwa UHTepHeTa

MpucTyn cagpikajuma Ha MHTepHeTy je A03BO/beH MCK/by4MBO 3a MOCNIOBHE HameHe. Ha
MpeXu je omoryheHo Hagrnegarbe, OLHOCHO KOPWUCTM ce MOCTyMak nepuoauyHe pesusunje u
KOHTPO/IMCakba /I0roBakba, KaKo Ha NpMjemy Tako U Ha Crakby.

Mpasuna kopuwhera MHPOPMALMOHUX pecypca

MHbOPMaLMOHM pecypcu ce KOPUCTE UCK/bYYMBO Y NMOCIOBHE CBPXE, Ha pady MW y Be3u ca
pagom. [pyry HameHy Kopuwhera nocebHo oaobpasa 04roBOPHO /MLE, Ha 06Pa3NOKEHN NUCAHK
3aXTeB KOPUCHUKa.

Cnopasymu o npeHocy MHpopmaumja

besbesaH npeHoc nocnoBHMX UWHPoOpmauuja u3mehy opraHuzauvje w Tpeher nuua
06e36ehyje ce NowTOBarbEM CNOPa3yma O NPeHoCy MHPOopMaLmja.
Cnopasymu o npeHocy nHdopmaumja Tpeba aa ykmwyde cneaehe:
1. o4roBOpPHOCTU PYKOBOACTBA 32 KOHTPOJY U M3BELUTaBaHe O NPEHOCY, OTNPEMU U Npujemy;
2. npoueaype 3a obesbeherbe cnes/bMBOCTU M HEMNOPELMBOCTY;
3. MMHUMaNHe TeXHWYKe CTaHZ4APAe 32 NAaKoBakbe M NPeHOC;
4. cTaHgapAe 3a naeHTMOUKoBare Kypupa;
5. obaBe3e M 0AroBOPHOCTU Y CAYYajy MHLMAEHaTa HapywaBara 6e3begHocTn MHPOpMaLmja, Kao
WwTo je rybuTak nogaTaka;
6. Kopuwhere AOroBOPEHOr CUCTEMA O3HAYaBakba OCET/bMBUX MAN KPUTUYHUX MHPOpMaumja, y3
ocUrypaBare Aa je 3HayYere O03HaKa 0A4Max Pasym/bMBO WM Aa cy Te MHpopmaumje 3awTuheHe Ha
oarosapajyhu HauuH;
7. nocebHe KOHTpone Koje cy noTpebHe pa 6M ce 3aWTUTUAM OCET/bUBKU AeTasbM, nonyT
Kpuntorpaduje;
8. oaprKaBatbe NaHua Haa30pa 3a MHopMaLmje y TOKy NpeHoca.
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Pa3meHa eNeKTPOHCKUX NopyKa

3awTnta MHPOpMAUMjA YK/BYYEHWUX Yy pPasMeHy e/IeKTPOHCKUX TOopyKa ce perynuiie
Mpouenypom o 6e36e4HOCTU Y pa3MEHM eNEKTPOHCKMX NOPYKa.
Mpoueaypa o 6e36efHOCTUN Yy pa3MeHM eNEKTPOHCKUX NopyKa Tpeba aa obyxsaTu:
*  3aWTMTY NOpyKa oA HeosnawheHor npuctyna, mogMdunKoBarba AN oabMjarba ycayra Koje cy
y CKNagy ca KnacndukaumoHom wemom Kojy je ycsojuo Onepatop VKT cuctema;
* ocuryparbe UcnpaBHoOr agpecuparba M TpaHCnopTa NOpyKe;
*  MOWTOBaHE 3aKOHCKMX 04peadn, Ha NPUMep 3axTEBE 3a €/IEKTPOHCKE MOTNUCE;
* pobujarbe ogobperba nNpe Kopuwhera jaBHUX CNO/bHUX YCAYra, Kao LWITO Cy Pa3smMeHa XUTHUX
nopyKa,NpucTyn 1 Kopuwhere ApyLITBEHE MPEXKe NN 3aje AHUYKO Kopuwhere JaToTeKa;
* CTpOXe HuBoe yTBphMBarba BEPOAOCTOJHOCTU, KOHTPO/IMCakbeM MPUCTYNa U3 Mpexka ca
jaBHMM NPUCTYNOM.

Cnopa3ymu o0 NOBEP/bUBOCTU UIN HEOTKPUBAHLY

Cnopasymu 0 NOBEP/LMBOCTU UAM HEOTKPMBakby MMAjy 33 LUW/b 3aWTUTY MHGopMaumja Buwn
cyn y Mupoty n obasesyjy NOTNMCHUKE Aa MHPOpMaLMje WTUTe, KOpUCTe M 06jaB/byjy UX Ha
O/ArOBOPaH M ayTOPM30BaH HAuMH.

[a 6u ce ngeHTMPUKOBANN 3aXTEBM 33 CMOPA3YMe O NMOBEP/BUBOCTU MU HEOTKPMBakbY, Tpeba y3eTu
y 063up cnepehe enemenTe:

1. pedmHnuMjy nHbopmaumja Koje Tpeba 3aWITUTUTW;

2. O4EeKMBaHO Tpajarbe cnopasyma, yKbydyjyhn ciyyajese y Kojuma je notTpebHo Aa ce NoBep/bUBOCT
CayyBa HEOTPAHUYEHO;

3. noctynaka Koje ce 3axTeBajy MO WCTeKy crnopasyma, nonyT nospahaja MAM yHULWITaBaHa
nHbopmaumja;

4. po3B0/bLEHO KopUwhere NoBep/bUBMUX MHGOPMaLMja U MOCNOBHUX TajHU, KA M NpaBa NOTMMUCHMKA
03 KOpUCTU MHdopMaLuje;

5. npaBo Ha npoBepy 1 npahere aKTMBHOCTU KOoje YK/by4yjy noBep/buse MHPopmaLmje;

6. npouec 3a obaBewTaBarbe M U3BeLWTaBakbe O HeoBnaWheHOM OTKpUBakY WAM NPUCTYNY
NnoBep/bUBUM MHPOPMaLINjaMa;

7. paghoe Koje Tpeba npeay3eTn y cayyajy Kpluera OBOr Crnopasyma.

MNutarwa MHPopmaumoHe 6e36egHOCTU Y OKBMPY yNpaB/bakba cBUM Ppa3ama }KUBOTHOT LLUKAYCa
UKT cucrema ogHOCHO genosa cucrema

YnaH 28.

Y oKBuMpy XuBOTHOr umKkayca WKT cucTtema Koju yK/bydyje ¢ase KoHUMNMPakba,
cneunduKaumje, nNpojeKToBakba, pas3Bujarba, TecTMparba, WUMNAemeHTaumje, Kopuwherba,
O4p¥KaBarba M HA Kpajy noBnavera u3 ynotpebe, Buwm cyn y Mupoty je y obase3n ga obesbean
nHpopmaumoHy 6esbegHocT y cBakoj ¢asn. Mutarbe 6e3begHocTn ce aHann3mpa y paHum ¢asama
npojekata WHOOPMALMOHMX CUCTEMA jep TaKBO pasmaTparbe A0BOAN A0 ePeKTUBHUUX WU
PaLMOHANHN|UX peLLeHsa.

Cuctem agMUHUCTPATOP Cyda je 3a4yKeH 3a TeXHUUYKM Haa30p Haf peannsaumjom of cTpaHe
n3sohaya, 04HOCHO Ucnopy4mnoLa.

O ycnocTtas/barwy HoBor MKT cucTema, ogHOCHO yBOhewy HOBMX [enoBa U M3MeHaMa
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noctojehunx genosa KT cuctema cuctem agMUHUCTPATOP CyAa BOAM SOKYMEHTaLM)y.
[loKymeHTaLmja U3 NpeTxoA4HOr CTaBa Mopa Aa CapKM Onuce CBUX npoueaypa, a nocebHo
npoueaypa Koje ce ogHoce Ha 6e3begHoct UKT cuctema.

AHanunsa n cneynduKaymja 3axresa 3a MHGopmaumoHy 6e3begHocT

Y 3axTeBe 3a HOBe WHPOpmaLMOHe cucteme uAM 3a nobosbware nocrtojehumx
MHPOPMALMOHNX CUCTEMA MOPajy BUTU YK/bYYEHM 3axTeBM KOjU ce ogHoce Ha MHOOPMAaLMOHY
6e36eHOCT M OHW Cy CacTaBHM [eo yroBopa O HabasBuM, MOAMPUKALMjM M OAprKaBakby
MHdOPMaLMOHOr cucTEMA.
3axTeBu 3a MHGOPMaLMOHY 6e36e4HOCT YK/byuyjy:

* [lpoBepy NAEHTUTETA KOPUCHUKA;

* JloCcTynHOCT, NOBEP/bUBOCT, HEMOPELMBOCT U UHTErPUTET NoAaTaka U UMOBUHE;

* Haarnegarbe NocnoBHUX NPOLLECa;

* OmoryhaBatse NpucTyna y3 npoBepy BEPOAOCTOjHOCTM 3a NOC/NOBHE, NPUBUIETOBAHE N TEXHUYKE

KOPUCHMUKeE.

CrneunduKaumja 3axTeBa 0byxBaTa ayTOMaTCKy KOHTPO/y Koja he 6uth yBeaeHa y MHGOPMaLIMOHK
cucTeM, Kao 1 notpeby ga NocToju U pydHa KOHTPOAA, Koja Mopa BUTK NpMMeHeHa Npy BpeaHOBaky
Pa3BUjeHNX UK KyNJbEHUX NaKeTa coPpTBepPa, HAMEHEHUX 3a MOC/IOBHE ananKaLmje.

CructemMckn 3axTeBn 3a MHPOpMaLMOHy 6e3begHOCT M npouecn 3a yBohere 6e3begHocTn ce
nHTerpuwy y ¢asm gusajHuparba MHGOPMaLMOHMX CUCTEMA.
dopmanHo TecTMpare 1 Npouec MMnIeMeHTaumje he ce npumerMBaTH 3a CBE Kyrn/beHe NPOU3BOAE.
Y yrosopy ca u3Bohayem, 04HOCHO MCMOPYYMOLEM KyN/bEHUX NPOU3BOAa, NocebHo ce aeduHuULy
3axTeBu 3a MHGoOpMaumoHy 6e3beaHOCT.

Y cnyyajy pa 6e3besHocHa PyHKUMOHANHOCT MpeasioXKeHor NpousBoaa He 3a40BosbaBa oapeheH
3axTeB, PU3MK U NoBe3aHe KoHTpone he 6UTU NpencnmTaHe nNpe KynosuHe Npov3BoAa.

O6e3b6ehuBarbe aNMKATUBHUX YCYra y jaBHUM MperKama

NHbopmaumje obyxBaheHe anMKaTUBHUM yCayraMma Koje Nponase Kpo3 jaBHe Mpexke Tpeba 3aluTntu
o4, MmanBsep3aumja, HeoBnawheHor OTKpMBarba MoAaTaka WM moaudukosarba. HeonxHogHo je
NOTBPAUTU MAEHTUTET KOPUCHMKA U U3BPLINTM Nnogeny osnawhera M 0AroBOPHOCTM 3a NOCTaB/bakbe
CaZiprKaja, eNeKTPOHCKOr NOTNMCMBatba UM 06aB/bakba TPaHCaKumja.

3aWTKTa TPAHCaKLMja anJMKATUBHUX YCayra

NHbopMaLmje yKbyyeHe y TpaHCaKUMje anaMKaTUBHMX YCayra ce wtuTe ga bm ce cnpeymo HenoTnyH
NPeHOC, NOrpewwHo ycMepaBakbe, HeoBnawheHo merake MOopyKa, HeosnawheHo pa3oTKpuBatkbe,
HeoBnawheHo Konuparbe NopyKa UAM NOHOBHO EMUTOBAHE.

TpaHcakumje mopajy aa nogp:ke cnegehe ycnose:

* Obe cTpaHe Koje y4ecTByjy Y TPaHCKaKLMj1 MOpajy Aa MPUMEHE e/IeKTPOHCKU NOTMKC;

* [lpMBaATHOCT CBMX CTPAHA KOje y4ecTBYjy Y TPaHCaKUMju;

*  Ha KOMYHMKaUMOHMM KaHaMmMa NPUMEHEHO LWINPPOBaH-E;

* besbeaHoOCT NPOTOKO/A KOjU Ce KopUCTe Y TPaHCaKkuujama.

3awTuTa nogartaka KOjM ce Kopucrte 34 I'IOTpGGG Tectuparba UKT cnctema oaHOCHO Aenosa
cuncrema

YnaH 29.
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MNopg tectuparem WMKT cuctema, Kao M TecTMparbem [fenoBa CMCTema, noapasymeBa ce
NpoLeHa NpoMeHe CTakba CUCTEMA, OAHOCHO AeN0Ba CUCTEMA, KOjU cy YHanpeheHn nam M3noxKeHu
npomeHama. log npouecom TecTUpara noApasymeBa ce npouec ynotpebe jeaHor wan suwe
3agatmx objekata nog nocebHMm OKoNHOCTMMA, Aa 6w ce ynopegune akTyenHa U O4YEeKMBaHa
NoHalakba.

Tectnparbe UKT cucrema, ogHOCHO AenoBa CUCTEMA, 403BO/bEHO je NoJ, YCJ0BOM MOTNyHe
npumeHe cemx 6e3beaHOCHMX Mepa HaBeAEeHMX Y OBOM Y/1aHy.

3a noTtpebe ncnutmMearba M Tectuparba MKT cuctema, ogHOCHO Aenosa cuctema, Onepatop
MUKT cuctema nsberasa Kopuwhere onepaTMBHMX NogaTaka Koju cagpyKe AnMyHe nogatke uam buno
Koje Apyre noBep/bMBe Nogatke U MHbOpMaumje Ha OCHOBY Kojux je moryhe naeHTMdUKoBaTU
nojegMHayHor gobassbaya, Kynua, 3anocneHor uam ap. YKO/IMKO ce 3a CBPXy UCMUTUBAHbA KopucTe
JIMYHN NOoJALM MM HeKe Apyre nosepsbMBe MHPOpMauMje, OHAA Ce CBM OCET/bMBM Nogaumn M
nHpopmauuje npe Kopuwherwa WTUTE aHOHUMMU3AUMjOM IMYHUX NOAATaKa, YKNatbatbeM cagpikaja
AN U3MEHOM TEKCTa CafprKaja Yy NpeaMEeTHOM Aeny.

YKO/IMKO je 3a TecTupatbe HEeonxo4HO KOPWUCTUTM onepaTMBHE NoaaTke, nNpumemsyjy ce cneaehe

CMepHuLe:

* 33 CBAKO KOMMparbe onepaTMBHUX NoAaTaKa y TECTHO OKPYKee ce n3aaje nocebHo osnawherse;

*  MNPUANKOM TeCTMpatba anIMKaTUBHUX CUCTEMA MPUMEHDYjY Ce NPoLueaype 3a KOHTPOAY NpucTyna

Koje ce NpMMetbyjy 1 Ha onepaTUBHUM CUCTEMUMA;

* onepaTMBHe MHbOPMaLMje ce ogmax No 3aBPLUETKY UCNUTUBAHA OpULLY M3 TECTHOT OKPYKEH>a.
3a noaaTKe KOju Cy O3Ha4YeHM O3HAKOM TajHOCTW, OAHOCHO CAY*KOEeHOCTW Kao noBep/bMBM

nogauu, WaM cy nogauu O JIMYHOCTU KOpUIWHEeHU NPUAMKOM TecTuMparba CUCTEeMa, OArOBOpPaH je

CUCTEM aAMUHCUTPATOP U ML oBnawheHa 3a NPUCTYN U MaHUNynaumjy TMM Nogaumma, y cKnaay ca

nponucMma Kojuma je gepuHucaHa ynotpeba m 3alliTuTa TakBe BpCTe noaaTaka.

3a notpebe Tectupara MKT cuctema o4HOCHO AenoBa CUCTEMA CUCTEM agMUHUCTPATOP Cyaa
MOKe Aa KOPUCTU NOAATKE KOjuU HUCY OCET/bUBM, KOje LITUTK, YyBa M KOHTPOMLIE Ha ogrosapajyhu
HauuH.

Mpuankom TecTupakba anaMKaTUMBHUX CUCTEMA NPUMEHYjy ce AogaTHe npoueaype 3a
KOHTPO/Y npucTyna nytem ¢usMyKe 3aliTute M NPUMEHOM KpunTorpadckmx mepa 3a 3alTuty
cMcTemMa M nogataka og, HeosBnawheHMX MPUCTYMa, a Koje ce MpUMerbyjy M Ha onepaTMBHUM
cuctemmma. CKyn KpunTorpadcknx mepa Koje he 6utn npumerseHe 3a 3alWITUTY NogaTtaka ytephyje
MHPOopPMaTMUKa cnyxkba cyaa, yaumajyhu y 063up HrMxoBy Noy3aaHOCT M CBPCUCXOAHOCT.

3awTuTa cpeacrtaBa oneparopa UKT cuctema Koja cy gocTynHa npy}Kaoumma ycayra
Ynan 30.

Monutnka 6e3begHOCTN pasmeHe MHPOPMaLMja Y NOCAOBHMM OAHOCMMA Ca MpyrKaoumma
ycnyra n usmehy HesaBMCHUX NpyrKanaua ycayra

YroBopu Koju ce 3aKk/bydyjy ca npy)Kaouuma ycayra Koju Mmajy npuctyn uHpopmaumjama,
cpeactsMma Mam onpemu 3a obpagy nHpopmaumja Buwm cyg y NMupoTy mopajy caaprKati YyroBOpHY
ozpenby o 3aWTUTK U YyBakby NOBEP/bUBOCTU MHOPMaLMja, NoAaTaKa U LOKYMeHTauumje.

Mpyaouy ycnyra nmajy npaBo Ha NpucTyn MHGOpMaLMjama Koje Cy Kpajibe HeonxoaHe 3a
npy»are NpeaMeTHe ycayre Koja je yroBopeHa ca Buwem cygom y Muporty.

Buwwu cyn y MNupoty ycnoctae/ba KOHTpony 6e3beaHocTn MHbopmalmja Koje ce oaHoce Ha
npouece 1 npoueaype Koje he cnpoBoauTH NpyKaoLm ycayra:
*  MAEHTUPUKOBaHE M LOKYMEHTOBake BPCTE Npy)Kaoua ycayra Kojuma he Buwwu cyg y MNupoty

[,03BOIUTU A3 NpUCTYn MHGOpMaLMjama;
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*  CTAHZAPAN30BaHM NPOLEC 3a YNpaB/batbe OAHOCMMA M3Mehy NpyrKaoua ycayra;

* pebdvHucarbe BpcTa MHPoOpMauMvja Koje he pasanuMTMM TUMNOBMMA MpyKaoua ycayra 6utm
[03BO/bEHO Paam NPUCTYNakba, Npahera 1 KOHTPoAE NPUCTYN3;

*  MWHMManNHKM 3axTeBu 3a b6e3beaHocT mMHPOpmaumja 33 CBaKy BpPCTy MHPOpmaumja M BpCTy
npucTyna;

* npouecu n npoueaype 3a npahewe NpuaprkaBara yTBpHeHMx 3axTeBa 3a 6e36eQHOCT 3a CBaKy
BPCTY AobaB/baya 1 BPCTy NPUCTYNa;

*  KOHTpOJIE 3a OcuUrypame MHTerputeta nHbopmaumja nam obpage nHbopmauuja Kojy obesbehyje
6110 Koja CTpaHa;

*  MNOCTynake Ca MHUMAEHTMMA M HenpepsuheHMM cuTyauujama Koje cy y Be3u ca NpucTyrnom
npy*Kaoua ycayra, yK/byyyjyhin o4roBopHOCTU M OpraHu3aLmje U NpyKaoua ycnyra;

* ynpaB/batbe HEONXOA4HMM NpoMeHama MHbopmaLmja, onpeme 3a 0bpaay MHbopmaLmja M cBera
ocTanor wrto Tpeba Aa ce nNpemewTa U ocuryparbe ga ce b6es3begHocT nHpopmaumja oaprKasa
TOKOM NpefiasHor neproaa.

YroBapare obaBe3e 0be3behmBarba 6e3b6eaHOCTUY cnopasyMmnma ca npy»Kaouuma ycayra

Mpe oTnouyntbarba NperoBopa, NOTEHUMjaIHM Npy)Kanal ycayra y obasesu je ga nortnuwe
n3jaBy O NOBEP/bUBOCTU U 3aLUITUTM NoAaTaKa, MHPopMaLMja U AOKYMEHTaUNje, Koja caapKun obaBesy
33 Mpyrkaoua ycayra ga AO0CTaB/beEHE MM Ha APYrM HauMH YYUHEHE AOCTYNHMM MHopmaumje m
nogaum mory 6utM KopuwheHn UCK/bYYMBO Ha HauyMH NpeTxogHOo ogobpeH of cTpaHe Buwwu cya y
MupoTy , a 3a noTpebe M3BpLIEHa NpeaMeTa Nperosopa.

MoTpebHo je Aa M3jaBa O NMOBEP/bLUBOCTM, OLHOCHO YrOBOP O MpPYrKakby YCAyra, Caapru
oAapendy o NOBepP/bMBOCTM Ca jacHO yTBpheHom obaBe3om M oarosopHowhy npy)Kaoua ycayre ys
NpeTHYy pPackMaa yroBopa U HakHage wWTeTe y KopucT Buwer cyaa y MNupoTy y cnydajy nospene ose
oapenbe.

Mpumep: “CeBn nogaum M MHPopMaumje cagpiKaHM y OBOM YroBOpy O MpyrKakby ycayra ce
CMaTpajy noBep/bMBMM MOCNOBHMM MOAALMMA U HEe CMejy BUTM CaonWTEeHU WAM Ha APYrM HauuH
YYnHbEeHU A0CTYNHMUM Tpehum anuyma. HapounTo ce cmaTpajy NnoBep/bMBUM CBM NOC/IOBHM NOAaum U
nHpopmaumje Koje jegHa CTpaHa YYMHW AOCTYMHUM APYroj YroBOPHOj CTpaHM pagu M3BpLUEHA
obaBe3a M3 OBOr yroBopa, YKOAMKO TW NOZAUM HUCY jaBHO AOCTYMHWM HWUTKU cy Buan npeTxoaHo
NO3HATU APYroj CTPaHMU.

Csaka yroBopHa cTpaHa ce obaBe3yje Aa nogatke n MHpopmaumje Koje joj byay yunrbeHe
AOCTYMHUM Yy CK/lagy Ca OBUM yroBopom v 06aBe3om M3BpLUEHA YrOBOPEHMX NocioBa u obasesa,
byay cTaB/beHe Ha pacnofiarakbe M yBuA 3anoCNeHMMa, YKOMKO je TO HEONXOAHO Paau M3BpLUEHa
obaBesa 13 0Bor yrosopa.

YroBopHe cTpaHe ce HapounTo obaBesyjy Aa NocTynajy 06a3pMBo ca nogaumma O JMYHOCTU
A0 Kojux mory Aohu y nocTynKy usspLuera ycayra 3a onepatopa VKT cuctema, Kao 1 aa Te nogatke
4yBajy M NOCTyNajy y CBEMY Y CKNaAy ca NponmMcmMma Koju ypehyjy 3alTnty nogaTtaka o IMYHOCTW.

Y cnyyajy nospese oBe obaBese yroBopHa CTpaHa Yuju cy nogauu KopuwheHn Mma npaso
packunpga yrosopa 1 NpaBo Aa 3axTeBa HaKHagy wTeTe ycned HeosnawheHor Kopuwhera nogaTtaka u
nHdbopmaumja gpyre ctpaHe.”

Mpyxaoumn ycayra Ay»HW cy Aa 3axteBe Buwer cyaa y Mupoty y norneay 6e3begHoctu
nHdbopMaLMja NPOLLIMPE U Ha CBOje NoAyroBapaye 3a oAaTHE yCayre Uan NpPou3Boae.

NHbopmaTmuKa cnyxba cyaa je oAroBopHa 3a KOHTPOJY NPUCTYNa U HaA30p HaZ U3BPLUEHEM
yroBopeHux obaBesa, Kao M 3a MOWTOBarbe oApenbu MnpaBUAHMKA KOjMMa Cy TaKBE aKTUBHOCTU
aeduHncaHe.
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OaprKkaBarbe yroBopeHor HuBoa uHdopmaumoHe 6e36e4HOCTU M NPYXKEHUX yCayra y cKnagy ca
YCNOBMMa KOjU Cy YTOBOPEHM Ca Npy)Kaouem ycayra

YnaHn 31.

Y uu/py oapKaBatba M obesbehmBarba yroBopeHor HMBoa MHbopmaumoHe 6esbeaHocTU U
NPYXEHUX YyCAyra y CKnagy ca yCnoBMMa KOjU Cy YrOBOPEHM Ca Mpy)Kaouem ycayra, Buwm cyg y
MpoTy ycnocTas/ba Mepe HaA30pa U 3alUTHTe 33 BPEME MNPYrKakba YCAyra U HaKOH M3BPLLEHOT NOCAa.

Mpahere 1 NnpencnuTUBakbe N3BPLLEHA YrOBOPeHMX 06aBe3a npyaoua ycayra

NHpopmaTmuka cny:kba cypsa pefoBHO NpaTW, aHaNM3Mpa, NPeucnuTyje M npoBepasa
M3BPLUEHE YC/Iyre U yCaraaleHOCT Ca YTOBOPEHUM yCayraMa, Ha cnegehun HaumH:

1. Hagrneparbe M NpencnuTUBakLE YC/IYra Ce MOXKe BPLUUTK NpeKo Tpeher nua;

2. HeonxogHo je pa ce nowTyjy CBM YyCnoBM M3 crniopasyma Yy Be3sn ca 6esbegHowhy
nHpopmaumja, Kao M [a ce cnpeye CBUM MHUMAEHTM W Npobnemu HapyllaBarba
6e3begHocTH, Te omoryhu ynpas/barbe Ha oaroBapajyhu HauuH;

3. Bpuww ce oueHa KBasMTeTa n3BpLIeHa U cCaobpasHOCTN YTOBOPEHE YCAyre;

4. MpyKanay ycayre Mma yroBopHy obasesy Ja OpraHusyje v npunpemu nepuoanyHe
cacTaHake Koju he obe3beanTn pegoBHO M3BelTaBakbe Buwm cya y NupoTy 1 yHanpeauTn KBanuTeT
YroBOPEHMX YCNyra, O4HOCHO YMarUTU NOTEHLUMjaNIHY WTETY WU UHUMAEHTE KOjU MOTy HacTaTu y
MOCTYMNKY U3BPLLUEHA YCYre NN HAKOH NOoYeTKa NPUMEHE;

5. MHPopmaTmuKa cny:ba cyga ogprkaBa MOTNYHY KOHTPOJY Hag cnposBoherem ycnyra u
ocuUrypaBa yBUA Yy CBE OCET/bMBE MM KpuTUYHe 6e3beaHocHe MHbOpMaumje M gpyra CpeacTsa 3a
obpaay nHdpopmaumja Kojuma Tpeha cTpaHa NpUCTyna, Koje NpoLlecympa Uan Kojuma ynpas/ba;

6. MHbopmaTtnuka cnykba cypa opp:kaBa yeug y 6e3begHocHe aKTMBHOCTM KpO3 jaCHO
AedUHUCAH NPOLLeC M3BELUTaBaHA;

7. Mpeuncnutyje TparoBe npoBepe M 3anuca o gorahajuma y Be3n ca 6es3begHowhy Kopg
npyaoua ycnyra, O4HOCHO OMepaTMBHUM npobaemMmma, OTKas3MMa, npahery HEUCNpPaBHOCTU U
CMeTHaMa Y Be3U Ca UCMOPYHEHMM YCyrama.

MPUAMKOM 3aK/bydera YyroBOpa HEOMXOAHO je jaCHO AedUHUCATU KBAaIUTATUBHE, ONEPATUBHE
N GUHAHCU]CKE KpUTEpUjyMe OUEHE; YTBPAUTU MOCTyMNaK M3BelUTaBakba, Npahera M NocTynaka y
CKMagy ca 3axTeBMMa Buwm cya y MUpoTy y NOCTYNKy M3BpLUEHA YFOBOPEHUX YCaYra U U3BPLINTU
OLEHY U3BPLUEHUX YC/Yra U KBAaIUTETA NpPYy¥KaoLa ycayra.

MpUAMKOM Hag3opa Haj, W3BPLIEHEM KBA/IMTETA WM CA0bPasHOCTM YroBOPEeHEe ycayre
npoBepasa ce Aa /M Mpy¥Kanal, ycayre 3a0BO/baBa CBE KPUTEPUjyMe Koju cy Buam og npecypHor
3Hayaja NpuaAMKom mM3bopa, yKkbydyjyhn obmMm n KBanuTET ycayre, Kao U Aa ce y TOKY MOCTyMKa
M3BpLUEHA YC/yre MOXe YTUUATM Ha nobosbluarbe KBa/MTETA YCAyre WMAWM HauMHa M obuma
n3BpLUEHba, Y CKNaay ca yTBpheHnm cTBapHUM notpebama cyaa.

Y noctynky ob6jeKTMBHE eBasyauuje KBanuTeTa M 0OMMa MpyXKeHe ycnyre y OAHOCY Ha
yroBopeHy, NoTpebHO je NPUKYNUTK CBE pesieBaHTHE YNHbEeHULLE, MOAATKE U LOKYMEHTAUM]y Yy BE3U Ca
N3BpLUEHEM YC/YTe, Kao M MPUKYNUTM NOAATKE Of, HEMOCPeAHMUX, KpajitbMX, KOPUCHMKA Y BE3M Ca
npegmetom ycnyre. EBanyaumja ce Moxe U3BPLUKUTU CNakbeM YMUTHUKA, PAa3rOBOPOM ca M3abpaHnm
nojeAVHLMMA WM Ha OCHOBY aHOHMMHOT aHKeTUPakba NyTEM €/IEKTPOHCKE NoLuTe.

YnpaB/batbe MpOMeHaMa YroBOpPeHMX YC/yra o4, CTpaHe Nnpy»Kaoua ycayra

Yrosopom ca npyaouem ycayra Tpeba 06e36eautm moryhHOCT KOHTMHYMPaAHOT yNpaB/bakba
NpoOMeHama YroBOpeHux ycayra, ykapydyjyhu oaprkasare u yHanpehere nocrojehux npoueaypa u
KOHTposny 6e3begHocTn MHPOpMaLMja.

MpomeHe Koje ce y3uMMajy y 063vMp cy NpomeHe y crnopasymuMma ca MpyKaouuma ycayra,
nosehare 0bnma Tekyhux ycnyra Koje ce Hyae, Kao M NPomeHe Koje ysoau Buwm cya y MupoTty paam
MMNJEMEHTaLMje HOBE MAN NMPOMEHEHE annKaumje, CUCTEMA, KOHTPOAa MK npoueaypa y Lu/by

31



nobosbluarba 6e3begHoCcTU.

MpeBeHumMja u pearoBare Ha 6e36e4HOCHE MHUMAEHTE, LUTO NOAPa3syMeBa afAeKBaTHY pa3sMmeHy
nHpopmauymja o 6esbegHocHUM cnaboctuma UKT cuctema, MHUMAEGHTMMA U NpPeTHaMaA

YnaH 32.

OAroBOpHOCT NojeAMHaLLA U NOCTYMNaK OAroBOpa Ha MHLMAEHTe

MocebHMm npouenypama ce ypehyje HauMH OAroBOpa HA WHUMAEHTE HapyllaBarba
nHpopmauymoHe 6e3benHocTn 1 ogpehyje ocoba oBnawheHa 3a KOHTAKT y ClydYajeBMMa HapyLlaBakba
6e36e4HOCTM, KAaO U KOHTAKT CAaHAA/IEXKHUM OpraHUMma.

MoTpebHe npoueaype
* npoueaype 3a NpUNpemMy 1 nNJaHnpate 04roBopa Ha MHUMAEHTE;

* npoueaype 3a Haarnegare, AeTeKUMjy, aHaAn3y 1 nssellTaBakbe 0 gorahajuma n MHUMAEHTMMA
y Be3su ca besbeaHowhy nHpopmaumja;

* npoueaype 3a 3anncmMBatbe aKTUBHOCTU Y OKBMPY YNpaB/bakbd MHUMAEHTUMA;

* npoueaype 3a NOCTyname ca CyACKUM A0KA3MMa;

* npoueaype 3a ouerunBarbe 1 04/1y4mBarbe o aorahajuma y okBupy 6es3beaHoct nHpopmaumja u
ouerMBarbe claboctu y norneay b6esbegHocTn MHpopmaumja;

* npoueaype 33 OAroBapake Ha MHUMAEHTE, ONOpaBaK 04 WMHUMAEHTA M KOMYHMKauumjy ca
€KCTEPHUM UM MHTEPHMUM 0cobama UM opraHm3aumjama.

MpenceaHuk cyaa, ogpehyje y nHdopmaTnukoj cny>kbu, unju je 3apatak ga npuapasajyhm
ce npoueaypa ogpeheHuMx OBUM YNaHOM, NNAHWUPAjY, OETEKTYjy, aHanusupajy v uHGopmuLly
HaZ/1e}KHe Yy TOKY M HAaKOH MHUMAEHTA.

NMHbopmaTmuKka cnyxkba cyga Tpeba ga mma oarosapajyha TexHWYKa 3Hakba Kako 6M Ha
Hajop»KM 1 ogrosapajyhy Ha4yMH mornmn ga oarosope Ha 6e3begHOCHE MHUMAEHTE.

MHbopmaTmuKka cnyxba cyda y uwmby npesBeHumje og 6e3begHocHUX pu3MKa obesbehyje
BUWE (PasAMuMTMX W ApYyraymjux) MexHuM3ama 33 KOMYHUKauMjy W KoopauHauujy y cayyajy
HapylaBarba 6e36eaHocTM. OBM exaHU3MKM mory 6utn butn:06e3behnBarbe KOHTaKT MHbOpPMaUUja
(6poj TenedoHa, eNeKTPOHCKa agpeca) NojeaMHaLa M YnaHOBA TMUMa Yy OKBUPY OpraHu3aumje U BaH
e, cuctem 3a npahewe npobnema, wndposaHu codTtBep Koju 6u 6mo KopuwheH of cTpaHe
nojeAMHaua y OKBUPY OpraHusaumje M CnosballlHMX CTpaHaKa, nocebHy ocurypaHy NpocTopujy 3a
YyyBakbe NOAATAKA U CKNAASMLLTEHE NOBEP/BUBOI MaTepujana.

Y cnyyajy 61no KakBor MHUMAEHTA KOjU MOXe aa yrpo3um 6es3beaHoct pecypca UKT cuctema,
3aMOC/IEHM - KOPUCHUK je Ay»KaH Aa o Tome ogmax obasecty MHbopmaTHUKy ciyby cyaa.

M3BewTaBarbe 0 gorahajuma y Besun ca besbegHowhy nHpopmaumja

CBM 3anocneHu mopajy 6utn ynosHatM ca obaBe3om M NpoLesypomM W3BeLTaBarba O
porahajuma y Besn ca nHdopmaumoHom 6esbegHowhy.

NHpopmaTmMuKka cny:kba cypa je y AyKHA A3 MPUNPEMM MAaH U HEKOJIMKO MeToza
KOMyHMKauuje Koje 6u morne ga ce MpuMMeHe Yy 3aBUMCHOCTM Of, uHUMAeHTa. Moryhe metoge
KOMYHMKaLUMje Cy: eNeKTOpPHCKa nowTa, Beb cajToBM (MHTEPHM, eKCTepHW, nopTtanu), TenepoHcKa
KOMYHMKaLMja, rOBOPHa NOPYKa, MMCMEHO U3BeLUTaBakbe, AUPEKTAH KOHTAKT.

Y cnyyajy norpewHor GyHKLUMOHUCAba UK APYrMX aHOMAMjCKMX NMOHALWakba CUCTeMa BPLLK
Ce UCTO U3BeLUTaBakbe Kao My cyyajy gorahaja y Besu ca uHoopmaumoHom 6e3beaHowhy

Mpoueaypa:

1. 3anocneHu Koju cmaTpa Aa je AoWAo A0 Hamada uam 3noynoTpebe nogataka Mopa oamax
npuMNpPemMuT onuc npobaema M NOCAATU ra ENEeKTPOHCKOM MOLITOM CEKTOPY 3@ MHPOpMaLMOHe
TexHonoruje (help desk)/ nossatu 6poj/ npujasutn npobnem nytem NHTepHeT cTpaHe 3a help desk;
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2. Agpecy eneKkTpoHcke nowTe, 6poj TenedoHa 1 MHTepHeT cTpaHy 3a help desk nposepasa
CUCTEM aAMUHUCTPATOP;

3. Cuctem aAMMHUCTPATOP BPLUW MPOBEPY MNPUjaB/bEHON MHUMAEHTa U Aasbe MnocTtyna no
oarosapajyhoj npoueaypu.

Kaga je mHaeTMdPMKOBAH MHUNAEHT 3aNOCNEHM je Ay»KaH Aa ogMax obasectn MHPopmaTUUKy
cny0by cyaa, u npegy3me mepe y unby 3awtmte pecypca UKT cuctema.

MHbopmaTmuka cnyxba cyga Boau eBMAEHUMjy O CBMM WMHUMAEHTMMA, Kao W npujaBama
WHUMAEHATa, Y CKNagy ca ypeabom, Ha OCHOBY KoOje, MPOTMB OAFOBOPHOr /MLA, MOTy Aa ce BoAe
ANCUNNIMHCKY, NPEKPLUAjHU UAN KPUBUYHM NOCTYMNLMN.

M3BewTaBarse 0 yTBpheHnm cnaboctnma cuctema 3alTurte

CBuW 3anocneHn cy y obaBesn ga o youeHUM u yTepheHMm cnaboctma UKT cuctema mnssecre
MHbopmaTmMuKy cnyby cypa, y WTO Kpahem poOKy, Kako 64 ce MHUMAEHTU HapyllaBaha
MHPopMaLuMoHe 6e36eaHOCTUCNPEUYNN U CMIPEYMO HACTaHaK WwTeTe.

OAroBopHO NnLe 3a obaBeluTaBakbe Hag/1eXKHMX OpraHa o HuMaeHTuma y UKT cuctemy Koju
MOTYy A3 MMajy 3HayajaH yTuUaj Ha HapyllaBake MHPopmaumoHe 6e3beaHOCTH, MOCTyNa y CKAaay ca
oarosapajyhom npoueaypom.

Horahaju y Be3un ca uHdopmaymoHom 6e3begHolwhy ce oueryjy M Y CKAady ca aHaM30Mm ce
AOHOCK OZ/1YKa Aa Nn je NoTpebHOo Aa ce KnacuduKyjy Kao MHUMAEHTU HapylwaBaka MHGOopMaLMoHe
b6esbegHoCTWN.

OparoBop Ha MHUMAEHTE HapylwaBaka MHPopMaLMoHe 6e3begHOOCTH

Buwwn cyg y MupoTy je y obaBesun ga yceoju MnaH 3a npeBeHUMjy o4 6e36e4HOCHMX pU3nKa.

MnaH 3a npeBeHUMjy oa 6e36eqHOCHUX PU3MKa CaZprKM OAroBOpe Ha MUTakba Ko Tpeba aa
Oyae KOHTaKTMpaH, KaZa M KaKo U Koje aKkuuje Tpeba npeny3etv MOMEHTaNHO Y cayYajy oapeheHor
Hanaga?

*  KnacudumkaumoHa wema — getasbM O NOJAUMMaA KOjU Ce Hanase y CUCTEMY, HMXOB HMBO
OCET/bUBOCTM U MOBEP/LUBOCTU.

* Jlucta ycnyra — nonumc CBuUx ycayra Koje Buwum cyg y MnpoTy npy»Ka, paHrmpaHe no BaXKHOCTMU.

* [naH 3a backup n restore nogataka — gedpuHuUe 3a Koje nogatke ce pagu backup, Hocaue
nogaTaka Ha Koje he ce cHUMaTW, rge ce HOCaum 4YyBajy M KOAMKO vecto ce backup m3soaw.
JedvHuwe n noctynak 3a restore nogartaka.

* [lnaH 3a 3ameHy onpeme: Cagpu cnucak notpebHe onpeme, paHrMpaHe No BaXKHOCTH.

* OpHocw ca jaBHowhy: YTBpheHa je oarosopHa ocoba 3aay*<eHa 3a ofoce ca jasHowhy, Kao n
YyNyTCTBO Koje MHdopmauuje je 403BO/bEHO jaBHO 06jaBUTU y CyYajy Hanaaa.

MpPUKYN/bEHO 3HakE U3 aHA/IM3e M peLlaBakba MHLUMAEHATA KOjU CY HapYLUMAUMHOOPMALMOHY
6e36enHoOCT, Buwwm cya y NupoTty Kopuctn aa 6u ce naeHTMGUKoBaNM MHLMAEHTU KOjU Ce NOHAB/bajy
n cMakbuna BepoBaTHOha M yTUuUaj byayhmx MHUMAEHaTa.

MpuKyn/barbe A0oKasa

Buwmn cyg y NupoTy aeduHuwe n npumersyje npoueaype 3a uaeHTMduKaumjy, cakynbare,
HabaBKy W u4yBatbe WHPOPMALMja Koje MOry Aa CAyXKe Kao f[0Kas Yy Cayyajy MNoKpeTarba
AVCLMNIIMHCKOT, NPEKPLLAjHOT UM KPUBUYHOT NOCTYMKa.

Mepe Koje 06e36ehyjy KOHTUHYUTET 06aB/barba NOCAA Y BAaHPEAHUM OKOJIHOCTUMA
YnaH 33.
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Buwwu cyn y MupoTy npumetbyje mepe Koje obesbehyjy KOHTMHyuTeT obaB/barba nocna y

BaHpeAHMM OKOJIHOCTUMA, Kako 61 UKT cnctem y wto Kpahem poKy 61o y GyHKLUMOHANHOM CTakby.

MnaHnpare KOHTMHYUTETa Mmepa besbegHocTn MHPopmaLmja
KoHTUHYMTET Noc/ioBakba ce ocurypaBa Kpos [1aH 3a ob6e3beherse KOHTUMHYUTETa NOC/I0Bakba

n MNnaH onopasKa oA HexesbeHux gorahaja UKT cuctema.

Mpun n3pagm MnaHa 3a obesbehere KOHTUHYMTETA NOCN0BaHba 33 XapABEPCKE KOMMOHEHTE

KT cuctema Tpeba obyxsatutu cnegehe:

OOKYMEHTaLMjy 3a IOTMYKM U GU3MYUKKM AMjarpam M KOMuje NpojeKaTa;

3aWTUTHE Konuje KoHUrypaumoHux $ajnosa 1 onepaTMBHOr cMCTeMa aKTUBHUX ypehaja;
NnocTojarbe pe3epBHe onpeme;

yHanpez Hanpas/beHe KoHbUrypaumje 3a pasnnumTe cueHapuje;

n3pagy pesepBHUX Konuja.

Mpun n3paau MNnaHa onopasKa og, HexkesbeHnx pgorahaja UKT cuctema:

NPOLEHUTN HAjKPUTUYHKMje anauKaumje, NoAaTke, KOHOUrypaumoHe ¢ajnoBe U CUCTEMCKU
codTeep 3a Koju Tpeba HanpaBUTU pe3epBHE KoMnuje;

O4PEANTN MECTO YyBaba KOMMUje;

oapeanTn Hoy nokaumju paga MKT cuctema y cnyvajy HemoryhHOCTM paga Ha OCHOBHO]
Nnokaumjnu/msbop padyHapa Koju he npuBpeMeHo 3aMeHUTH cepBep AO0K Ce cepBep He CTaBu y
yHKUMjy.;

HaBeCTU NoAaTKe O TUMY Koju he BUTK aHra)oBaH Ha OTKNakbakby MOCAEAMLA HEXKE/bEHWUX
porahaja;

O4PEANTUN U3BOPE HENPEKMAHOT HaMNAjakba ENEKTPUYHOM EHEPTNjOM.

Takohe, npu nspaam MNnaHa onopaBKa oA HexesbeHux gorahaja UKT cuctema notpebHo je
npeaBuUaeTy:

nocTojarbe AOKYMeHTaluje 3a cepBuce, anankaumje n 6ase nogataka;

npoueaype NHcTanaumje u KoHpUrypucaka cepsmca, anamkaumja n 6asa nogataka;

MeCTO YyBatba WMHCTanauuja cepsuca, anavKaumja u 6asa nogataka M pesepsBHe Konwuje
noaaTaka;

nogaTke o TMMy Koju he 6MUTK aHraXKoBaH Ha OTKNAHbakby NOCNEAMLA HEXKe/beHUX aorahaja;
passujeHe M opobpeHe AOKYMeHTOBaHe N/iaHOBE, OArOBOPE W MNpoueaype 3a OnopaBak,
AeTas/bHO Hasogehu Kako he opraHu3aumja ynpas/baTv  gorahajuma  Koju  y3poOKyjy
nopemehaje n kako he oap:asaTtu cBojy be3beaHocT MHpopmaumja.

MmnnemeHTauuja KOHTUHYUTETa 6e36eaHocTn nHPopmauumja

da 6u ce ocurypao notpebaH HMBO KOHTUMHyuTeTa 6e3begHOCTM WMHbOpPMaAUMja TOKOM

BaHpeAHWX cuTyaumja, MHPopmaTmuKa cnykba cyaa npumersyje npoueaype v KOHTPoJsie OnucaHe y
MnaHy 3a 06e36eherbe KOHTUHYUTETa NOC/I0BakbA.

NHpopmaTmMuKa cnykba cyda pesoBHO BpLIKM MPOBEPY YCBOjEHMX NpouLeaypa KOHTpone

KOHTUHyUTETa 6e36e4HOCTM MHPOpMaLMja, KaKo 6U oHe Bune agekBaTHe U edeKTUBHE TOKOM
BaHpPEAHWX CUTyauumja.

MpoBepa ce BpWW BeXKOAKEM M UCMUTUBAHKEM 3Hakba W PYTUHE MPUANKOM PYKOBaHba

npouecMma, MpoueAypama MW KOHTPOJIama, Kao W NpPeucnUTUBaem eQpeKTUBHOCTU  Mmepa
6e36e4HOCTM MHPOPMaALMja Yy Caydajy NPOMeEHe MHPOPMALIMOHMX CUCTEMA, NpoLLeca, npoueaype u
KOHTposie 6e3beaHocT nHdopmauumja.
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Il NPENA3HE U 3ABPLUHE OA1PEABE

MNocebHa o6aBe3a OnepaTtopa UKT cuctema
YnaH 34.

ObaBesa NHbopmaTmuke cnyxba cyaa je Aa Hajmarbe jeJHOM roAullHe M3BPLUM NPOBEpPY
MKT cuctema 1 1M3BpLUM €BEHTyasIHE M3MeHe AKTa 0 6e36edHOCTH, Yy UMby NpoBepe afeKBaTHOCTM
npeasuheHnx mepa 3awTuTe, Kao n yTBpheHux npoueaypa, osnawherwa n ogrosopHoctn y UKT
cuctemy Buwer cyga y MNMupory.

Cryname Ha cHary AKTa o 6e3begHocTu
YnaH 35.

OBaj AKT 0 6e3b6eaHocTU cTyna Ha cHary 29.09.2020. rogmHe

OarosopHoO nuue:
NpepcenHuk Buwer cypa y Nupoty
3opaH MaHuh c.p
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